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Module Responses
HIBP

Registered : true

Breach : true

Name : Acuity

Bio : In mid-2020, <a href="https://www.troyhunt.com/acuity-who-
attempts-and-failures-to-attribute-437gb-of-breached-data"
target="_blank" rel="noopener">a 437GB corpus of data attributed to an
entity named &quot;Acuity&quot; was created and later extensively
distributed </a>. However, the source could not be confidently verified as
any known companies named Acuity. The data totalled over 14M unique
email addresses with each row containing extensive personal information
across more than 400 columns of data including names, phone numbers,
physical addresses, genders and dates of birth.

Creation Date : 2020-06-18T00:00:00

Registered : true

Breach : true

Name : ApexSMS

Bio : In May 2019, <a href="https://techcrunch.com/2019/05/09/sms-
spammers-doxxed/?guccounter=1" target="_blank" rel="noopener">news
broke of a massive SMS spam operation known as &quot;ApexSMS&quot;
which was discovered after a MongoDB instance of the same name was
found exposed without a password</a>. The incident leaked over 80M
records with 23M unique email addresses alongside names, phone numbers
and carriers, geographic locations (state and country), genders and IP
addresses.

Creation Date : 2019-04-15T00:00:00

Registered : true

Breach : true

Name : Lead Hunter

Bio : In March 2020, <a href="https://www.troyhunt.com/the-
unattributable-lead-hunter-data-breach” target="_blank" rel="noopener">a
massive trove of personal information referred to as &quot;Lead
Hunter&quot;</a> was provided to HIBP after being found left exposed on
a publicly facing Elasticsearch server. The data contained 69 million unique
email addresses across 110 million rows of data accompanied by additional
personal information including names, phone numbers, genders and
physical addresses. At the time of publishing, the breach could not be
attributed to those responsible for obtaining and exposing it. The data was
provided to HIBP by <a href="https://dehashed.com/" target="_blank"
rel="noopener">dehashed.com</a>.



Creation Date : 2020-03-04T00:00:00

Registered : true

Breach : true

Name : River City Media Spam List

Website : rivercitymediaonline.com

Bio : In January 2017, <a
href="https://web.archive.org/web/20170426084052/https://mackeeper.com/blog/post/339-
spammergate-the-fall-of-an-empire" target="_blank" rel="noopener">a massive trove of
data from River City Media was found exposed online</a>. The data was found to contain
almost 1.4 billion records including email and IP addresses, names and physical addresses,
all of which was used as part of an enormous spam operation. Once de-duplicated, there
were 393 million unique email addresses within the exposed data.

Creation Date : 2017-01-01T00:00:00

Registered : true

Breach : true

Name : SC Daily Phone Spam List

Website : datadmarketers.com

Bio : In early 2015, a spam list known as <a
href="http://www.data4marketers.com/2015APRspecials.ntml"
target="_blank" rel="noopener">SC Daily Phone</a> emerged containing
almost 33M identities. The data includes personal attributes such as names,
physical and IP addresses, genders, birth dates and phone numbers. <a
href="https://www.troyhunt.com/have-i-been-pwned-and-spam-lists-of-
personal-information” target="_blank" rel="noopener">Read more about
spam lists in HIBP.</a>

Creation Date : 2015-04-14T00:00:00

Registered : true :
Breach : true
Name : Verifications.io

Website : verifications.io verifications 10
Bio : In February 2019, the email address validation service <a
href="https://securitydiscovery.com/800-million-emails-leaked-online-by-

email-verification-service" target="_blank" rel="noopener" >verifications.io

suffered a data breach</a>. Discovered by <a

href="https://twitter.com/mayhemdayone" target="_blank"

rel="noopener">Bob Diachenko</a> and <a

href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny

Troia</a>, the breach was due to the data being stored in a MongoDB

instance left publicly facing without a password and resulted in 763 million

unique email addresses being exposed. Many records within the data also

included additional personal attributes such as names, phone numbers, IP

addresses, dates of birth and genders. No passwords were included in the



data. The Verifications.io website went offline during the disclosure process,
although <a
href="https://web.archive.org/web/20190227230352/https://verifications.io/"
target="_blank" rel="noopener">an archived copy remains viewable</a>.
Creation Date : 2019-02-25T00:00:00

CYBERBACKGROUNDCHECKS

Registered : true

Name : Brandon Mcbride

Age : 35

Location : 194 Avenida Del Gado, Oceanside, CA, 92057, US

Email : brandonmcbride60@gmail.com, tru_2_da_game87@yahoo.com, kahmalfarrington@yahoo.com,
b_easy100@gmail.com, b_easy100@yahoo.com, aub_easy10053@yahoo.com,
b_easy100ev69@yahoo.com, zbb_easy10089@yahoo.com, beasy100@yahoo.com,
mfenswick@vashoncommunitycare.org, blackandwild63401@yahoo.com

Phone : (319) 450-3323, (573) 822-4606, (573) 221-5781, (216) 233-1692, (818) 405-8321



Timeline

Content: Breached on Acuity
Date/Year: 2020-06-18T00:00:00

Content: Breached on ApexSMS
Date/Year: 2019-04-15T00:00:00

Content: Breached on Lead Hunter

Date/Year: 2020-03-04T00:00:00

Content: Breached on River City Media Spam List
Date/Year: 2017-01-01T00:00:00

Content: Breached on SC Daily Phone Spam List
Date/Year: 2015-04-14T00:00:00

Content: Breached on Verifications.io
Date/Year: 2019-02-25T00:00:00
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