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 : Combolists Posted to Telegram

 : In May 2024, <a href="https://troyhunt.com/

telegram-combolists-and-361m-email-addresses"

target="_blank" rel="noopener">2B rows of data with

361M unique email addresses were collated from

malicious Telegram channels</a>. The data contained

122GB across 1.7k �les with email addresses,

usernames, passwords and in many cases, the website

they were entered into. The data appears to have been

sourced from a combination of existing combolists and

info stealer malware.

 : 2024-05-28T00:00:00

 : true
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 : Stealer Logs Posted to Telegram

 : In July 2024, <a href="https://troyhunt.com/

begging-for-bounties-and-more-info-stealer-logs"

target="_blank" rel="noopener">info stealer logs with

26M unique email addresses were collated from

malicious Telegram channels</a>. The data contained

22GB of logs consisting of email addresses, passwords

and the websites they were used on, all obtained by

malware running on infected machines.

 : 2024-07-18T00:00:00

 : true

 : true

 : Stealer Logs, Jan 2025

 : In January 2025, <a href="https://troyhunt.com/

experimenting-with-stealer-logs-in-have-i-been-pwned/"

target="_blank" rel="noopener">stealer logs with 71M

email addresses were added to HIBP</a>. Consisting of

email address, password and the website the credentials

were entered against, this breach marks the launch of a
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new HIBP feature enabling the retrieval of the speci�c

websites the logs were collected against. The incident

also resulted in 106M more passwords being added to

the <a href="https://haveibeenpwned.com/Passwords"

rel="noopener">Pwned Passwords service</a>.

 : 2025-01-13T00:00:00

 : true
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 : ALIEN TXTBASE Stealer Logs

 : In February 2025, <a href="https://

www.troyhunt.com/processing-23-billion-rows-of-alien-

txtbase-stealer-logs" target="_blank" rel="noopener">23

billion rows of stealer logs were obtained from a

Telegram channel known as ALIEN TXTBASE</a>. The

data contained 284M unique email addresses alongside

the websites they were entered into and the passwords

used. This data is now searchable in HIBP by both email

domain and the domain of the target website.

 : 2025-02-15T00:00:00

 : true

 : true

 : Operation Endgame 2.0

 : In May 2025, <a href="https://

www.europol.europa.eu/media-press/newsroom/news/

operation-endgame-strikes-again-ransomware-kill-chain-

broken-its-source" target="_blank" rel="noopener">a

coalition of law enforcement agencies took down the

criminal infrastructure behind the malware used to

launch ransomware attacks</a> in a new phase of

&quot;Operation Endgame&quot;. This followed <a

href="https://www.troyhunt.com/operation-endgame/"

target="_blank" rel="noopener">the �rst Operation

Endgame exercise a year earlier</a>, with the latest

action resulting in 15.3M victim email addresses being

provided to HIBP by law enforcement. A further 43.8M
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victim passwords were also provided for <a

href="https://haveibeenpwned.com/Passwords">HIBP's

Pwned Passwords service</a>.
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 : https://www.google.com/maps/contrib/111236731513950896216/
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