OSINT Industries

Report for: angelandjona@yahoo.com
As of 2024-06-28T00:03:51.0412

Map ¢ Modules « Timeline

Map Outline




Module Responses
GOOGLE

Registered : true

Id: 111017103099065214218
Name : Yona Pavlov

Last Seen : 2024-06-25T15:31:25

YOUTUBE

Registered : true

Id : UCoTgMYzy2rOgzj0eGJxMFIA

Name : Yona Pavlov

Profile Url :
https://www.youtube.com/channel/UCoTqMYzy2rOgzj0eGJxMFIA

AIRBNB

Registered : true
First Name : Angel

PICSART

Registered : true

Id : 216452115000102

Name : angelandjona

Username : angelandjona

Profile Url : https://picsart.com/u/angelandjona
Followers : 0

Following : 1



SKYPE

Registered : true

Id : angelandjona

Name : angel and fatjona pavlov
Location : United States
Username : angelandjona

FACEBOOK

Registered : true
Phone Hint : +***#*xxkxgQ 4 *xkkrxskr7Q

DUOLINGO

Registered : true

Id : 330297628

Username : galaxydaydream

Profile Url : https://www.duolingo.com/profile/galaxydaydream
Premium : false

Creation Date : 2017-11-04T12:21:58

FLICKR

Registered : true

Id : 31878612@N06

Username : angelandjona

Profile Url : https://www.flickr.com/photos/31878612@N06
Creation Date : 2008-10-28T23:26:45

HIBP

Registered : true

Breach : true

Name : Adobe

Website : adobe.com

Bio : In October 2013, 153 million Adobe accounts were breached with
each containing an internal ID, username, email, <em>encrypted</em>
password and a password hint in plain text. The password cryptography




was poorly done and many were quickly resolved back to plain text. The
unencrypted hints also <a
href="http://www.troyhunt.com/2013/11/adobe-credentials-and-
serious.html" target="_blank" rel="noopener">disclosed much about the
passwords</a> adding further to the risk that hundreds of millions of
Adobe customers already faced.

Creation Date : 2013-10-04T00:00:00

Registered : true

Breach : true

Name : Anti Public Combo List

Bio : In December 2016, a huge list of email address and password pairs
appeared in a &quot;combo list&quot; referred to as &quot;Anti
Public&quot;. The list contained 458 million unique email addresses, many
with multiple different passwords hacked from various online systems. The
list was broadly circulated and used for &quot;credential stuffing&quot;,
that is attackers employ it in an attempt to identify other online systems
where the account owner had reused their password. For detailed
background on this incident, read <a
href="https://www.troyhunt.com/password-reuse-credential-stuffing-and-
another-1-billion-records-in-have-i-been-pwned" target="_blank"
rel="noopener">Password reuse, credential stuffing and another billion
records in Have | Been Pwned</a>.

Creation Date : 2016-12-16T00:00:00

Registered : true

Breach : true

Name : CafeMom

Website : cafemom.com

Bio : In 2014, the social network for mothers <a
href="http://www.cafemom.com" target="_blank"
rel="noopener">CafeMom</a> suffered a data breach. The data surfaced
alongside a number of other historical breaches including Kickstarter, Bitly
and Disqus and contained 2.6 million email addresses and plain text
passwords.

Creation Date : 2014-04-10T00:00:00



Registered : true

Breach : true

Name : Canva

Website : canva.com

Bio : In May 2019, the graphic design tool website <a
href="https://support.canva.com/contact/customer-support/may-24-
security-incident-fags/" target="_blank" rel="noopener">Canva suffered a
data breach</a> that impacted 137 million subscribers. The exposed data
included email addresses, usernames, names, cities of residence and
passwords stored as bcrypt hashes for users not using social logins. The
data was provided to HIBP by a source who requested it be attributed to
"JimScott.Sec@protonmail.com".

Creation Date : 2019-05-24T00:00:00

Registered : true

Breach : true

Name : Collection #1

Bio : In January 2019, a large collection of credential stuffing lists
(combinations of email addresses and passwords used to hijack accounts
on other services) was discovered being distributed on a popular hacking
forum. The data contained almost 2.7 <em>billion</em> records
including 773 million unique email addresses alongside passwords those
addresses had used on other breached services. Full details on the
incident and how to search the breached passwords are provided in the
blog post <a href="https://www.troyhunt.com/the-773-million-record-
collection-1-data-reach" target="_blank" rel="noopener">The 773 Million
Record "Collection #1" Data Breach</a>.

Creation Date : 2019-01-07T00:00:00

Registered : true

Breach : true

Name : Dubsmash

Website : dubsmash.com

Bio : In December 2018, the video messaging service <a

href="https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/"
target="_blank" rel="noopener">Dubsmash suffered a data breach</a>. The incident
exposed 162 million unique email addresses alongside usernames and PBKDF2 password
hashes. In 2019, the data appeared listed for sale on a dark web marketplace (along with
several other large breaches) and subsequently began circulating more broadly. The data

was provided to HIBP by a source who requested it to be attributed to
&quot;BenjaminBlue@exploit.im&quot;.
Creation Date : 2018-12-01T00:00:00

.t ~2
- . l
)
_ 4
-".H‘



Registered : true

Breach : true

Name : Evony

Website : evony.com

Bio : In June 2016, the online multiplayer game <a
href="http://securityaffairs.co/wordpress/52260/data-breach/evony-data-
breach.html" target="_blank" rel="noopener">Evony was hacked</a>
and over 29 million unique accounts were exposed. The attack led to the
exposure of usernames, email and IP addresses and MD5 hashes of
passwords (without salt).

Creation Date : 2016-06-01T00:00:00

Registered : true

Breach : true

Name : Luxottica

Website : luxottica.com

Bio : In March 2021, the world's largest eyewear company <a
href="https://www.bleepingcomputer.com/news/security/luxottica-
confirms-2021-data-breach-after-info-of-70m-leaks-online/"
target="_blank" rel="noopener">Luxoticca suffered a data breach via one
of their partners that exposed the personal information of more than 70M
people</a>. The data was subsequently sold via a popular hacking forum
in late 2022 and included email and physical addresses, names, genders,
dates of birth and phone numbers. In a statement from Luxottica, they
advised they were aware of the incident and are currently
&quot;considering other notification obligations&quot;.

Creation Date : 2021-03-16T00:00:00

Registered : true

Breach : true

Name : Money Bookers

Website : moneybookers.com

Bio : Sometime in 2009, the e-wallet service known as Money Bookers <a
href="http://www.forbes.com/sites/thomasbrewster/2015/11/30/paysafe-
optimal-neteller-moneybookers-gambling-cyberattacks-data-breach/"
target="_blank" rel="noopener">suffered a data breach which exposed
almost 4.5M customers</a>. Now called Skrill, the breach was not
discovered until October 2015 and included names, email addresses,
home addresses and IP addresses.

Creation Date : 2009-01-01T00:00:00




Registered : true
Breach : true
Name : MyHeritage

Website : myheritage.com

Bio : In October 2017, the genealogy website <a
href="https://blog.myheritage.com/2018/06/myheritage-statement-about-a-
cybersecurity-incident/" target="_blank" rel="noopener">MyHeritage suffered a data
breach</a>. The incident was reported 7 months later after a security researcher
discovered the data and contacted MyHeritage. In total, more than 92M customer records
were exposed and included email addresses and salted SHA-1 password hashes. In 2019,
<a
href="https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/"
target="_blank" rel="noopener">the data appeared listed for sale on a dark web
marketplace</a> (along with several other large breaches) and subsequently began
circulating more broadly. The data was provided to HIBP by a source who requested it be
attributed to &quot;BenjaminBlue@exploit.im&quot;.

Creation Date : 2017-10-26T00:00:00

Registered : true

Breach : true

Name : MySpace

Website : myspace.com

Bio : In approximately 2008, <a
href="http://motherboard.vice.com/read/427-million-myspace-
passwords-emails-data-breach” target="_blank"
rel="noopener">MySpace suffered a data breach that exposed almost
360 million accounts</a>. In May 2016 the data was offered up for sale
on the &quot;Real Deal&quot; dark market website and included email
addresses, usernames and SHA1 hashes of the first 10 characters of the
password converted to lowercase and stored without a salt. The exact
breach date is unknown, but <a href="https://www.troyhunt.com/dating-
the-ginormous-myspace-breach” target="_blank"
rel="noopener">analysis of the data suggests it was 8 years before being
made public</a>.

Creation Date : 2008-07-01T00:00:00

Registered : true

Breach : true

Name : Netlog

Website : netlog.com

Bio : In July 2018, the Belgian social networking site <a
href="https://oag.ca.gov/system/files/Communication%20t0%20Users%20-
%20FINAL_O.pdf" target="_blank" rel="noopener">Netlog identified a data
breach of their systems dating back to November 2012 (PDF)</a>.



Although the service was discontinued in 2015, the data breach still
impacted 49 million subscribers for whom email addresses and plain text
passwords were exposed. The data was provided to HIBP by a source who
requested it be attributed to &quot;JimScott.Sec@protonmail.com&quot;.
Creation Date : 2012-11-01T00:00:00

Registered : true
Breach : true

Name : Teespring
Website : teespring.com

Bio : In April 2020, the custom printed apparel website <a
href="https://www.zdnet.com/article/hacker-leaks-data-of-millions-of-
teespring-users/" target="_blank" rel="noopener">Teespring suffered a
data breach that exposed 8.2 million customer records</a>. The data
included email addresses, names, geographic locations and social media
IDs.

Creation Date : 2020-04-01T00:00:00

Registered : true

Breach : true

Name : Twitter (200M)

Website : twitter.com

Bio : In early 2023, <a
href="https://www.bleepingcomputer.com/news/security/200-million-
twitter-users-email-addresses-allegedly-leaked-online/" target="_blank"
rel="noopener">over 200M records scraped from Twitter appeared on a
popular hacking forum</a>. The data was obtained sometime in 2021 by
abusing an API that enabled email addresses to be resolved to Twitter
profiles. The subsequent results were then composed into a corpus of
data containing email addresses alongside public Twitter profile
information including names, usernames and follower counts.

Creation Date : 2021-01-01T00:00:00



Registered : true

Breach : true

Name : Uiggy

Website : uiggy.com

Bio : In June 2016, the Facebook application known as <a
href="http://www.uiggy.com" target="_blank"
rel="noopener">Uiggy</a> was hacked and 4.3M accounts were
exposed, 2.7M of which had email addresses against them. The leaked
accounts also exposed names, genders and the Facebook ID of the
owners.

Creation Date : 2016-06-01T00:00:00

Registered : true

Breach : true

Name : Verifications.io

Website : verifications.io

Bio : In February 2019, the email address validation service <a

href="https://securitydiscovery.com/800-million-emails-leaked-online-by-
email-verification-service" target="_blank" rel="noopener" > verifications.io

suffered a data breach</a>. Discovered by <a
href="https://twitter.com/mayhemdayone" target="_blank"
rel="noopener">Bob Diachenko</a> and <a

href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny

Troia</a>, the breach was due to the data being stored in a MongoDB

instance left publicly facing without a password and resulted in 763 million
unique email addresses being exposed. Many records within the data also
included additional personal attributes such as names, phone numbers, IP
addresses, dates of birth and genders. No passwords were included in the
data. The Verifications.io website went offline during the disclosure process,

although <a

href="https://web.archive.org/web/20190227230352/https://verifications.io/"
target="_blank" rel="noopener">an archived copy remains viewable</a>.

Creation Date : 2019-02-25T00:00:00

Registered : true

Breach : true

Name : Zynga

Website : zynga.com

Bio : In September 2019, game developer <a

href="https://www.cnet.com/news/words-with-friends-hack-reportedly-

exposes-data-of-more-than-200m-players/" target="_blank"

rel="noopener">Zynga (the creator of Words with Friends) suffered a data

breach</a>. The incident exposed 173M unique email addresses

alongside usernames and passwords stored as salted SHA-1 hashes. The

verifications 10



data was provided to HIBP by <a href="https://dehashed.com/"
target="_blank" rel="noopener">dehashed.com</a>.
Creation Date : 2019-09-01T00:00:00

DISNEYSTORE

Registered : true

NEXTDOOR

Registered : true

GOODREADS

Registered : true

Id : 125627396

Name : Angel Pavlov

Profile Url : https://www.goodreads.com/user/show/125627396-angel-
paviov

ESPN

Registered : true

APPLE

Registered : true
Phone Hint : (???) ???7-??66

INSTAGRAM

Registered : true

WHOXY

Registered : true
Website : obxpavlov.com
Creation Date : 2011-08-24T00:00:00

PINTEREST

Registered : true

SMULE



Registered : true

Id : 211608741

Username : AngelandFatjonaP

Profile Url : https://www.smule.com/AngelandFatjonaP
Verified : false

GIPHY

Registered : true

MICROSOFT

Registered : true

Id : B238B6C9F2824D6B

Name : Angel Pavlov

Location : US

Last Seen : 2024-06-21T02:32:12.887000+00:00
Creation Date : 2012-12-21T23:39:08.153000+00:00

ENVATO

Registered : true

MYSPACE

Registered : true

TWITTER

Registered : true

VIMEO

Registered : true

SPOTIFY

Registered : true

PANDORA




Registered : true

Username : angelandjona

Profile Url : https://pandora.com/content/mobile/profile.vm?
webname=angelandjona

Followers : 0

Following : 0

EA

Registered : true

MAPS

Registered : true
Profile Url : https://www.google.com/maps/contrib/111017103099065214218/reviews
Private : false

TEAMS

Registered : true

Id : 8:angelandjona

Name : Angel Pavlov

First Name : Angel

Last Name : Pavlov

Email Hint : angelandjona@yahoo.com



Timeline

Content: Created (flickr)
Date/Year: 2008-10-28T23:26:45

Content: Breached 4 times in 2019. (HavelBeenPwnd!)
Date/Year: 2019

Content: Breached on Adobe
Date/Year: 2013-10-04T00:00:00

Content: Breached on Anti Public Combo List
Date/Year: 2016-12-16T00:00:00

Content: Breached on CafeMom
Date/Year: 2014-04-10T00:00:00

Content: Breached on Dubsmash
Date/Year: 2018-12-01T00:00:00

Content: Breached on Evony
Date/Year: 2016-06-01T00:00:00

Content: Breached on Luxottica
Date/Year: 2021-03-16T00:00:00

Content: Breached on Money Bookers
Date/Year: 2009-01-01T00:00:00

Content: Breached on MyHeritage
Date/Year: 2017-10-26T00:00:00

Content: Breached on MySpace
Date/Year: 2008-07-01T00:00:00

Content: Breached on Netlog
Date/Year: 2012-11-01T700:00:00

Content: Breached on Teespring
Date/Year: 2020-04-01T00:00:00

Content: Breached on Twitter (200M)
Date/Year: 2021-01-01T00:00:00



Content: Breached on Uiggy
Date/Year: 2016-06-01T00:00:00

Content: Last Seen (microsoft)
Date/Year: 2024-06-21T702:32:12.887000+00:00

Content: Created (microsoft)
Date/Year: 2012-12-21723:39:08.153000+00:00

Content: Reviewed A'Cappella Apartment Homes
Date/Year: 2023-10-17T719:28:36

Content: Reviewed Kirkland Health Institute/Lake Washington Chiropractic
Date/Year: 2022-04-29T701:47:52

Content: Reviewed Kismet Turkish Cafe & Bakery
Date/Year: 2022-01-08T721:20:06

Content: Reviewed Lake Park Apartment Homes
Date/Year: 2019-05-23722:45:53

Content: Created (duolingo)
Date/Year: 2017-11-04T12:21:58

Content: Last Seen (google)
Date/Year: 2024-06-25T715:31:25

osint.industries


https://osint.industries/

