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Why it’s hard to stop data

e “Too technical’ - no

e Cypherpunk = replace trust with cryptographic
verification

e Cryptography # encryption BUT obfuscated,
random

e High entropy: public keys signatures . ..
e Embedding WORKS (there's space!)
o c.f. SWIFT

Let's try to build PureCoin

2/11



PureCoin

e Only signed transfers, no scripts, no timelocks,

no witness discount

3/11



PureCoin

e Only signed transfers, no scripts, no timelocks,

no witness discount

e Pubkeys cannot be fake!

3/11



PureCoin

e Only signed transfers, no scripts, no timelocks,

no witness discount
e Pubkeys cannot be fake!

e ... means 3x longer addresses: P, R,s

3/11



PureCoin

e Only signed transfers, no scripts, no timelocks,

no witness discount
e Pubkeys cannot be fake!

e ... means 3x longer addresses: P, R,s

Let's see if data can still be embedded.
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How to publish a secret

e s = k+ ex
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https://github.com/AdamISZ/schnorr-unembeddability

How to publish a secret

e s = k+ ex
e k = x = “data data data ..."

e extract data: e

Leaks the key. Or ...7

See mailing list post on Schnorr unembeddability,

paper.
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Transaction Flow - produce

[Output: P, Rl,slj
[Output: P, R2752]

[ Input: R}, sp ji

5/11



Transaction Flow - produce

[Output: P, Rl,slj
[ Input: R{,s; ji 32+5

32 [Output: P>, R, 52]

32+5

5/11



Transaction Flow - consume

[Input Ry, si)

[})utput: FE,F%,S{J

[Input: R}, s}

6/11



Transaction Flow - consume

[Input Ry, si)

32

[})utput: FE,F%,S{J

3245

[Input: R}, s}

32

6/11



Transaction Flow - consume

[Input R, s;)

32
[})utput: F@,Fﬁ,s{)
3245
[Input: R}, s}
32

Total embedding ratio: (3 x 32+5)/(7 x 32) =
45%
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Without leaking the private key, please!
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Assessment : is PureCoin viable?

e It's a (very) hard fork

It makes outputs about 3 times as expensive

It removes time locks, swaps etc.

Lose all Layer 27 (Not certain!)

It doesn’t remove data embedding at all

“ZK requires blinding which requires random-
ness. And data can fit into randomness”.

— me, | just made it up
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Secrecy — data ...?7
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Secrecy — data ...?7

e Another example: R is generated by RFC6979
e To prove it, use a SNARK over HMAC-SHA256
e Cool, so it can't be data-embedding right?

e Right, but the SNARK can!

e (e.g. Grothl6, rc can embed data if ra, rg are
public)
e BUT - BLS, deterministic proofs (not ZK)
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Thank you

Contact info:

waxwing on nostr:
npublvadcfln4dugt2h9ruwsuwubvubaméxaka7pwbm7axy79aqyhpbubq9knuu?

https://github.com /AdamISZ
A blog: https://reyify.com/blog/
gpg: My 4668 .... 197A key is lost!
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waxwing
npubivad:5q9knuu7
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