Report for: lovetttony38@gmail.com
As of 2025-03-10T00:42:11.829Z

Minified and concise search report.

Module Responses:
HIBP

Picture Url

Registered: true

Breach: true

Name: Dubsmash

Website: dubsmash.com

Bio: In December 2018, the video messaging service <a href="https://
www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/" target="_blank"
rel="noopener">Dubsmash suffered a data breach</a>. The incident exposed 162 million unique
email addresses alongside usernames and PBKDF2 password hashes. In 2019, the data
appeared listed for sale on a dark web marketplace (along with several other large breaches) and
subsequently began circulating more broadly. The data was provided to HIBP by a source who
requested it to be attributed to &quot;BenjaminBlue@exploit.im&quot;.

Creation Date: 2018-12-01T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Dubsmash.png

Website: dubsmash.com

Description: In December 2018, the video messaging service <a href="https://
www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/" target="_blank"
rel="noopener">Dubsmash suffered a data breach</a>. The incident exposed 162 million unique
email addresses alongside usernames and PBKDF2 password hashes. In 2019, the data
appeared listed for sale on a dark web marketplace (along with several other large breaches) and
subsequently began circulating more broadly. The data was provided to HIBP by a source who
requested it to be attributed to &quot;BenjaminBlue@exploit.im&quot;.

Title: Dubsmash

Modified Date: 2019-02-25T08:35:58Z

Breach Count: 161749950

HIBP

Picture Url

Registered: true
Breach: true
Name: Flash Flash Revolution (2019 breach)


https://haveibeenpwned.com/Content/Images/PwnedLogos/Dubsmash.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/Dubsmash.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/FlashFlashRevolution.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/FlashFlashRevolution.png

Website: flashflashrevolution.com

Bio: In July 2019, the music-based rhythm game <a href="http://www.flashflashrevolution.com/"
target="_blank" rel="noopener">Flash Flash Revolution</a> suffered a data breach. The 2019
breach imapcted almost 1.9 million members and is <em>in addition to</em> <a href="http://
www.flashflashrevolution.com/ffr/information-breach/" target="_blank" rel="noopener">the 2016
data breach of the same service</a>. Email and IP addesses, usernames, dates of birth and
salted MD5 hashes were all exposed in the breach. The data was provided with support from <a
href="https://dehashed.com/" target="_blank" rel="noopener">dehashed.com</a>.

Creation Date: 2019-07-16T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/FlashFlashRevolution.png
Website: flashflashrevolution.com

Description: In July 2019, the music-based rhythm game <a href="http://
www.flashflashrevolution.com/" target="_blank" rel="noopener">Flash Flash Revolution</a>
suffered a data breach. The 2019 breach imapcted almost 1.9 million members and is <em>in
addition to</em> <a href="http://www.flashflashrevolution.com/ffr/information-breach/"
target="_blank" rel="noopener">the 2016 data breach of the same service</a>. Email and IP
addesses, usernames, dates of birth and salted MD5 hashes were all exposed in the breach. The
data was provided with support from <a href="https://dehashed.com/" target="_blank"
rel="noopener">dehashed.com</a>.

Title: Flash Flash Revolution (2019 breach)

Modified Date: 2019-07-21T720:31:54Z

Breach Count: 1858124

HIBP

Picture Url

Registered: true

Breach: true

Name: Mathway

Website: mathway.com

Bio: In January 2020, the math solving website <a href="https://www.zdnet.com/article/25-
million-user-records-leak-online-from-popular-math-app-mathway/" target="_blank"
rel="noopener">Mathway suffered a data breach that exposed over 25M records</a>. The data
was subsequently sold on a dark web marketplace and included nhames, Google and Facebook
IDs, email addresses and salted password hashes.

Creation Date: 2020-01-13T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Mathway.png
Website: mathway.com

Description: In January 2020, the math solving website <a href="https://www.zdnet.com/
article/25-million-user-records-leak-online-from-popular-math-app-mathway/" target="_blank"
rel="noopener">Mathway suffered a data breach that exposed over 25M records</a>. The data
was subsequently sold on a dark web marketplace and included names, Google and Facebook
IDs, email addresses and salted password hashes.

Title: Mathway

Modified Date: 2020-06-05T723:59:45Z

Breach Count: 25692862


https://haveibeenpwned.com/Content/Images/PwnedLogos/Mathway.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/Mathway.png

HIBP

Picture Url

Registered: true
Breach: true

Name: Wattpad
Website: wattpad.com

Bio: In June 2020, the user-generated stories website <a href="https://
www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-
millions-of-users/" target="_blank" rel="noopener">Wattpad suffered a huge data breach that
exposed almost 270 million records</a>. The data was initially sold then published on a public
hacking forum where it was broadly shared. The incident exposed extensive personal
information including names and usernames, email and IP addresses, genders, birth dates and
passwords stored as bcrypt hashes.

Creation Date: 2020-06-29T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Wattpad.png

Website: wattpad.com

Description: In June 2020, the user-generated stories website <a href="https://
www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-
millions-of-users/" target="_blank" rel="noopener">Wattpad suffered a huge data breach that
exposed almost 270 million records</a>. The data was initially sold then published on a public
hacking forum where it was broadly shared. The incident exposed extensive personal
information including names and usernames, email and IP addresses, genders, birth dates and
passwords stored as bcrypt hashes.

Title: Wattpad
Modified Date: 2020-07-19T722:49:19Z
Breach Count: 268765495

HIBP

Picture Url

Registered: true
Breach: true

Name: Gravatar
Website: gravatar.com

Bio: In October 2020, <a href="https://www.bleepingcomputer.com/news/security/online-avatar-
service-gravatar-allows-mass-collection-of-user-info/" target="_blank" rel="noopener">a security
researcher published a technique for scraping large volumes of data from Gravatar, the service
for providing globally unique avatars </a>. 167 million names, usernames and MD5 hashes of
email addresses used to reference users' avatars were subsequently scraped and distributed
within the hacking community. 114 million of the MD5 hashes were cracked and distributed
alongside the source hash, thus disclosing the original email address and accompanying data.
Following the impacted email addresses being searchable in HIBP, <a href="https://
en.gravatar.com/support/data-privacy" target="_blank" rel="noopener">Gravatar release an FAQ


https://haveibeenpwned.com/Content/Images/PwnedLogos/Wattpad.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/Wattpad.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/Gravatar.png
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detailing the incident</a>.

Creation Date: 2020-10-03T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Gravatar.png
Website: gravatar.com

Description: In October 2020, <a href="https://www.bleepingcomputer.com/news/security/
online-avatar-service-gravatar-allows-mass-collection-of-user-info/" target="_blank"
rel="noopener">a security researcher published a technique for scraping large volumes of data
from Gravatar, the service for providing globally unique avatars </a>. 167 million names,
usernames and MD5 hashes of email addresses used to reference users' avatars were
subsequently scraped and distributed within the hacking community. 114 million of the MD5
hashes were cracked and distributed alongside the source hash, thus disclosing the original
email address and accompanying data. Following the impacted email addresses being
searchable in HIBP, <a href="https://en.gravatar.com/support/data-privacy" target="_blank"
rel="noopener">Gravatar release an FAQ detailing the incident</a>.

Title: Gravatar

Modified Date: 2021-12-08T01:47:02Z

Breach Count: 113990759

HIBP

Picture Url

Registered: true
Breach: true

Name: SirHurt
Website: sirhurt.net

Bio: In April 2021, the the Roblox cheats website <a href="https://wearedevs.net/forum/t/20397"
target="_blank" rel="noopener">SirHurt suffered a data breach</a> that exposed over 90k
customer records. The exposed data included email and IP addresses, usernames and
passwords stored as MD5 hashes.

Creation Date: 2021-04-23T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/SirHurt.png
Website: sirhurt.net

Description: In April 2021, the the Roblox cheats website <a href="https://wearedevs.net/forum/
t/20397" target="_blank" rel="noopener">SirHurt suffered a data breach</a> that exposed over
90k customer records. The exposed data included email and IP addresses, usernames and
passwords stored as MD5 hashes.

Title: SirHurt

Modified Date: 2022-05-24T05:06:08Z

Breach Count: 90655

HIBP

Picture Url
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https://haveibeenpwned.com/Content/Images/PwnedLogos/SirHurt.png
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Registered: true
Breach: true

Name: Twitter
Website: twitter.com

Bio: In January 2022, <a href="https://www.bleepingcomputer.com/news/security/hacker-selling-
twitter-account-data-of-54-million-users-for-30k/" target="_blank" rel="noopener">a vulnerability
in Twitter's platform allowed an attacker to build a database of the email addresses and phone
numbers of millions of users of the social platform</a>. In a disclosure notice later shared in
August 2022, <a href="https://privacy.twitter.com/en/blog/2022/an-issue-affecting-some-
anonymous-accounts” target="_blank" rel="noopener">Twitter advised that the vulnerability was
related to a bug introduced in June 2021</a> and that they are directly notifying impacted
customers. The impacted data included either email address or phone number alongside other
public information including the username, display name, bio, location and profile photo. The
data included 6.7M unique email addresses across both active and suspended accounts, the
latter appearing in a separate list of 1.4M addresses.

Creation Date: 2022-01-01T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Twitter.png

Website: twitter.com

Description: In January 2022, <a href="https://www.bleepingcomputer.com/news/security/
hacker-selling-twitter-account-data-of-54-million-users-for-30k/" target="_blank" rel="noopener">a
vulnerability in Twitter's platform allowed an attacker to build a database of the email addresses
and phone numbers of millions of users of the social platform</a>. In a disclosure notice later
shared in August 2022, <a href="https://privacy.twitter.com/en/blog/2022/an-issue-affecting-
some-anonymous-accounts” target="_blank" rel="noopener">Twitter advised that the vulnerability
was related to a bug introduced in June 2021</a> and that they are directly notifying impacted
customers. The impacted data included either email address or phone number alongside other
public information including the username, display name, bio, location and profile photo. The
data included 6.7M unique email addresses across both active and suspended accounts, the
latter appearing in a separate list of 1.4M addresses.

Title: Twitter
Modified Date: 2022-08-13T02:40:49Z7
Breach Count: 6682453

HIBP

Picture Url

Registered: true

Breach: true

Name: Twitter (200M)

Website: twitter.com

Bio: In early 2023, <a href="https://www.bleepingcomputer.com/news/security/200-million-
twitter-users-email-addresses-allegedly-leaked-online/" target="_blank" rel="noopener">over
200M records scraped from Twitter appeared on a popular hacking forum</a>. The data was
obtained sometime in 2021 by abusing an API that enabled email addresses to be resolved to
Twitter profiles. The subsequent results were then composed into a corpus of data containing
email addresses alongside public Twitter profile information including names, usernames and
follower counts.


https://haveibeenpwned.com/Content/Images/PwnedLogos/Twitter.png
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Creation Date: 2021-01-01T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Twitter.png

Website: twitter.com

Description: In early 2023, <a href="https://www.bleepingcomputer.com/news/security/200-
million-twitter-users-email-addresses-allegedly-leaked-online/" target="_blank"
rel="noopener">over 200M records scraped from Twitter appeared on a popular hacking forum</
a>. The data was obtained sometime in 2021 by abusing an API that enabled email addresses to
be resolved to Twitter profiles. The subsequent results were then composed into a corpus of
data containing email addresses alongside public Twitter profile information including names,
usernames and follower counts.

Title: Twitter (200M)

Modified Date: 2023-01-05T720:49:16Z

Breach Count: 211524284

HIBP

Picture Url

Registered: true

Breach: true

Name: Trello

Website: trello.com

Bio: In January 2024, <a href="https://twitter.com/H4ckManac/status/1747527579559411959"
target="_blank" rel="noopener">data was scraped from Trello and posted for sale on a popular
hacking forum</a>. Containing over 15M email addresses, names and usernames, the data was
obtained by enumerating a publicly accessible resource using email addresses from previous
breach corpuses. Trello advised that no unauthorised access had occurred.

Creation Date: 2024-01-16T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Trello.png

Website: trello.com

Description: In January 2024, <a href="https://twitter.com/H4ckManac/
status/1747527579559411959" target="_blank" rel="noopener">data was scraped from Trello
and posted for sale on a popular hacking forum</a>. Containing over 15M email addresses,
names and usernames, the data was obtained by enumerating a publicly accessible resource
using email addresses from previous breach corpuses. Trello advised that no unauthorised
access had occurred.

Title: Trello

Modified Date: 2024-01-22T719:41:05Z

Breach Count: 15111945

HIBP

Picture Url

Registered: true
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Breach: true

Name: Hot Topic

Website: hottopic.com

Bio: In October 2024, <a href="https://au.pcmag.com/security/107921/hacker-may-have-
breached-hot-topic-stolen-data-on-millions" target="_blank" rel="noopener">retailer Hot Topic
suffered a data breach that exposed 57 million unique email addresses</a>. The impacted data
also included physical addresses, phone numbers, purchases, genders, dates of birth and partial
credit data containing card type, expiry and last 4 digits.

Creation Date: 2024-10-19T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/HotTopic.png

Website: hottopic.com

Description: In October 2024, <a href="https://au.pcmag.com/security/107921/hacker-may-have-
breached-hot-topic-stolen-data-on-millions" target="_blank" rel="noopener">retailer Hot Topic
suffered a data breach that exposed 57 million unique email addresses</a>. The impacted data
also included physical addresses, phone numbers, purchases, genders, dates of birth and partial
credit data containing card type, expiry and last 4 digits.

Title: Hot Topic

Modified Date: 2024-11-11T07:50:58Z

Breach Count: 56904909

REPLIT

Registered: true

WORDPRESS

Registered: true

GIPHY

Registered: true

ADOBE

Registered: true
Status: active
Type: individual



PICSART

Registered: true

MEDAL

Registered: true

WBGAMES

Registered: true

OASGAMES

Registered: true

FIVERR

Registered: true

FOTOR

Registered: true

SPOTIFY

Registered: true



CASHAPP

Registered: true
Id: C_s02cjgy8r
Name: syh
Location: USA
Username: syhier

WIX

Registered: true

PINTEREST

Registered: true

couB

Registered: true

DISQUS

Registered: true

TUMBLR

Registered: true




FACEBOOK

Registered: true

PANDORA

Picture Url
Profile Url

Registered: true
Username: lovetttony38
Followers: 0

Following: 0

Likes: 208

Stations: 31

YANDEX

Registered: true

VIMEO

Registered: true

APPLE

Registered: true
Phone Hint: (¥**) ***-*x69

BANDSINTOWN

Registered: true



https://pandora.com/static/user/default_images/user_default_l_500x500.png
https://pandora.com/static/user/default_images/user_default_l_500x500.png
https://pandora.com/content/mobile/profile.vm?webname=lovetttony38
https://pandora.com/content/mobile/profile.vm?webname=lovetttony38

CAPCUT

Registered: true

JUSTFORFANS

Registered: true

SAMSUNG

Registered: true

DEVIANTART

Registered: true

TRELLO

Picture Url
Profile Url

Registered: true

Id: 5¢757036e382f367fa8971c7

Name: Aidenn!

Username: iiamaidenn

Last Seen: 2019-02-26T16:58:31.528000+00:00
Member Type: normal

VRCHAT

Registered: true


https://trello-members.s3.amazonaws.com/5c757036e382f367fa8971c7/92852137128b9de07d3019b32c62304b/170.png
https://trello-members.s3.amazonaws.com/5c757036e382f367fa8971c7/92852137128b9de07d3019b32c62304b/170.png
https://trello.com/u/iiamaidenn
https://trello.com/u/iiamaidenn

LINKEDIN
Profile Url

Registered: true

Id: urn:li:person:DgGvgQidJ398D2U2sAWI14lkYRKWW1IDIHBibcdRZM8
Name: Robert Lovett

First Name: Robert

Last Name: Lovett

Language: en (us)

Location: Greenville, North Carolina, United States

Username: robert-lovett-35064831b

Bio: -

Private: false

Headline: --

Company Name: COOKOUT GRILL LTD

Report Profile Url: https://linkedin.com/in/robert-lovett-35064831b/report
Connection Count: 0

INSTAGRAM

Registered: true

PICMONKEY

Registered: true

LOVENSE

Picture Url

Registered: true
Username: petplaying
Timezone: UTC -5
Device Type: ios

App Version: 7.44.0



https://linkedin.com/in/robert-lovett-35064831b
https://linkedin.com/in/robert-lovett-35064831b
https://apps2.lovense-api.com/UploadFiles/wear/avatar/20250228/0aea201c2f104f9db40e349e7164355c.jpg
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GITHUB

Registered: true

NVIDIA

Registered: true

EA

Registered: true

GRAVATAR

Picture Url
Profile Url

Registered: true

Id: 1602fcf09bd873d8b16b6f2b33ce520df4324a4c9ef0f22fb5cdd461f9e2c081
Name: alrighttonyy

Username: alrighttonyy

PLAYGAMES

Picture Url
Banner Url

Registered: true

Id: g05282804335826928858
Name: StupiddVxbez

Username: StupiddVxbez

Bio: Family Games Master

Last Seen: 2022-12-07T18:45:33

Banner Url Landscape: https://Ih3.googleusercontent.com/
12yadG1Gygpk2rQNtW3GfJNNKjHXBuYLULMTPdvcvx6325gNhSo-
B3jcpBRzBseeHKZnyf1EaG8aeHXd6yE


https://0.gravatar.com/avatar/1602fcf09bd873d8b16b6f2b33ce520df4324a4c9ef0f22fb5cdd461f9e2c081
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https://lh3.googleusercontent.com/7jq3Ph22bICUGsQn_M9AmSprl0hvLXKjsE6_Xehpo5coZ-dIYkMzzmz9w_e9z_YGCekP9w
https://lh3.googleusercontent.com/iXNdw4kqPIpEFFF45s8f6rJUYW9J0-OxUI9VVP2dRlY06Kj99Qy0Qi0yGuq_IlGDGMqyZK5g3FlmD-GYqA
https://lh3.googleusercontent.com/iXNdw4kqPIpEFFF45s8f6rJUYW9J0-OxUI9VVP2dRlY06Kj99Qy0Qi0yGuq_IlGDGMqyZK5g3FlmD-GYqA

SMULE

Picture Url
Profile Url

Registered: true
Id: 601282802
Username: vSoulja
Verified: false
Followers: 0
Following: 0

TWITTER

Registered: true

MAPS

Profile Url

Registered: true

GOOGLE

Picture Url

Registered: true
Id: 109384028456837039486
Last Seen: 2025-02-27T08:57:35

PAYPAL

Registered: true

Email Hint: *** 38@gm *** .com
Phone Hint: +12 *** 8069

Acc Number: 5207*****x%x1277


https://c-cdnet.cdn.smule.com/rs-z-sf-1/account/picture/0f/1d/3f2bdfa8-4c3a-4b87-91cc-a0916359ce86.jpg
https://c-cdnet.cdn.smule.com/rs-z-sf-1/account/picture/0f/1d/3f2bdfa8-4c3a-4b87-91cc-a0916359ce86.jpg
https://www.smule.com/vSouIja
https://www.smule.com/vSouIja
https://www.google.com/maps/contrib/109384028456837039486/reviews
https://www.google.com/maps/contrib/109384028456837039486/reviews
https://lh3.googleusercontent.com/a-/ALV-UjWtslSXw3_uOAz7sQtagGGOskjVf6CCCH7slG7AmR7RIjgcux4
https://lh3.googleusercontent.com/a-/ALV-UjWtslSXw3_uOAz7sQtagGGOskjVf6CCCH7slG7AmR7RIjgcux4

MICROSOFT

Picture Url

Registered: true

Id: 22815E0AEF528AA7

Name: ? ?

Location: US

Phone Hint; *******x6Q

Last Seen: 2025-03-08T16:13:46.343000+00:00
Creation Date: 2017-12-21T00:28:56.450000+00:00

EBAY

Picture Url
Profile Url

Registered: true

Location: United States

Username: lassitude

Phone Hint; 2**-*****69

Creation Date: 2023-05-17T00:00:00
Feedbacks Url: https://www.ebay.com/fdbk/feedback_profile/lassitude
Positive Feedback: 1

Neutral Feedback: 0

Negative Feedback: 0

Feedback Received: 2

Positive Feedback Percent: 100%
Auth Providers: Google

DROPBOX

Registered: true

Id: dbid:AADYQyQiCb6MI8wvkXdhErwJq7nYGw5NZBY
Name: BILLY BOB

First Name: BILLY

Last Name: BOB

Verified: true



data:image/jpeg;base64, 
data:image/jpeg;base64, 
https://i.ebayimg.com/images/g/1CwAAOSwHzZkSqkK/s-l140.webp
https://i.ebayimg.com/images/g/1CwAAOSwHzZkSqkK/s-l140.webp
https://www.ebay.com/usr/lassitude
https://www.ebay.com/usr/lassitude

QUORA

Picture Url
Profile Url

Registered: true

Id: 973328163

First Name: Ski

Followers: 1

Creation Date: 2019-11-21T17:34:48.347000
Bestcredential: professional discordiant

ALIEXPRESS

Picture Url

Registered: true

Id: 2883663755
Name: R***s ..
Gender: Male
Location: US
Username: Reluctions.
Followers: 0
Following: 0

Creation Date: 2021-08-27T00:00:00
Buyer Level: A1
Comments Count: 0
Likes Count: 0

VSCO

Profile Url

Registered: true

Id: 237026844

Username: xxetvl

Last Seen: 2021-10-30T04:09:13
Creation Date: 2021-10-30T04:09:12
Vsco Site Id: 262765295

Status: published



https://qph.cf2.quoracdn.net/main-thumb-973328163-200-qychxlrvwlrwxwooescfhuhaptznthci.jpeg
https://qph.cf2.quoracdn.net/main-thumb-973328163-200-qychxlrvwlrwxwooescfhuhaptznthci.jpeg
https://www.quora.com//profile/Ski-108
https://www.quora.com//profile/Ski-108
https://ae-pic-a1.aliexpress-media.com/kf/U5fbae2157e7d4379b0420d12fa1e989du.png_640x640.png
https://ae-pic-a1.aliexpress-media.com/kf/U5fbae2157e7d4379b0420d12fa1e989du.png_640x640.png
https://vsco.co/xxetvl/gallery
https://vsco.co/xxetvl/gallery

SKYPE

Picture Url

Registered: true

Id: live:lovetttony38

Name: __spritex

Location: United States
Username: live:lovetttony38
Country Code: us

Country: United States

Contact Type: Skype4Consumer

DHGATE

Registered: true

DUOLINGO

Picture Url
Profile Url

Registered: true

Id: 449895202

Name: Mxxdy Tonyy

Username: ltzJustAVxbe

Premium: false

Creation Date: 2018-12-03T15:04:32
Learning Language: es

From Language: en

Motivation: none

Total Xp: 105

Streak: 0

Current Course Id: DUOLINGO_ES_EN



https://avatar.skype.com/v1/avatars/live:lovetttony38/public?size=l
https://avatar.skype.com/v1/avatars/live:lovetttony38/public?size=l
https://simg-ssl.duolingo.com/avatar/default_2/xlarge
https://simg-ssl.duolingo.com/avatar/default_2/xlarge
https://www.duolingo.com/profile/ItzJustAVxbe
https://www.duolingo.com/profile/ItzJustAVxbe

