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Module Responses:
ESPN

Registered: true

PINTEREST

Registered: true

HIBP
Picture Url

Registered: true
Breach: true
Name: Onverse
Website: onverse.com
Bio: In January 2016, the online virtual world known as <a href="http://www.onverse.com" 
target="_blank" rel="noopener">Onverse</a> was hacked and 800k accounts were exposed. 
Along with email and IP addresses, the site also exposed salted MD5 password hashes.
Creation Date: 2016-01-01T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Onverse.png
Website: onverse.com
Description: In January 2016, the online virtual world known as <a href="http://
www.onverse.com" target="_blank" rel="noopener">Onverse</a> was hacked and 800k accounts 
were exposed. Along with email and IP addresses, the site also exposed salted MD5 password 
hashes.
Title: Onverse
Modified Date: 2016-09-06T06:28:30Z
Breach Count: 800157
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HIBP
Picture Url

Registered: true
Breach: true
Name: Evony
Website: evony.com
Bio: In June 2016, the online multiplayer game <a href="http://securityaffairs.co/
wordpress/52260/data-breach/evony-data-breach.html" target="_blank" rel="noopener">Evony 
was hacked</a> and over 29 million unique accounts were exposed. The attack led to the 
exposure of usernames, email and IP addresses and MD5 hashes of passwords (without salt).
Creation Date: 2016-06-01T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Evony.png
Website: evony.com
Description: In June 2016, the online multiplayer game <a href="http://securityaffairs.co/
wordpress/52260/data-breach/evony-data-breach.html" target="_blank" rel="noopener">Evony 
was hacked</a> and over 29 million unique accounts were exposed. The attack led to the 
exposure of usernames, email and IP addresses and MD5 hashes of passwords (without salt).
Title: Evony
Modified Date: 2017-03-25T23:43:45Z
Breach Count: 29396116

HIBP
Picture Url

Registered: true
Breach: true
Name: Anti Public Combo List
Bio: In December 2016, a huge list of email address and password pairs appeared in a 
&quot;combo list&quot; referred to as &quot;Anti Public&quot;. The list contained 458 million 
unique email addresses, many with multiple different passwords hacked from various online 
systems. The list was broadly circulated and used for &quot;credential stuffing&quot;, that is 
attackers employ it in an attempt to identify other online systems where the account owner had 
reused their password. For detailed background on this incident, read <a href="https://
www.troyhunt.com/password-reuse-credential-stuffing-and-another-1-billion-records-in-have-i-
been-pwned" target="_blank" rel="noopener">Password reuse, credential stuffing and another 
billion records in Have I Been Pwned</a>.
Creation Date: 2016-12-16T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/List.png
Description: In December 2016, a huge list of email address and password pairs appeared in a 
&quot;combo list&quot; referred to as &quot;Anti Public&quot;. The list contained 458 million 
unique email addresses, many with multiple different passwords hacked from various online 
systems. The list was broadly circulated and used for &quot;credential stuffing&quot;, that is 
attackers employ it in an attempt to identify other online systems where the account owner had 
reused their password. For detailed background on this incident, read <a href="https://
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www.troyhunt.com/password-reuse-credential-stuffing-and-another-1-billion-records-in-have-i-
been-pwned" target="_blank" rel="noopener">Password reuse, credential stuffing and another 
billion records in Have I Been Pwned</a>.
Title: Anti Public Combo List
Modified Date: 2017-05-04T22:07:38Z
Breach Count: 457962538

HIBP
Picture Url

Registered: true
Breach: true
Name: 2,844 Separate Data Breaches
Bio: In February 2018, <a href="https://www.troyhunt.com/ive-just-added-2844-new-data-
breaches-with-80m-records-to-have-i-been-pwned/" target="_blank" rel="noopener">a massive 
collection of almost 3,000 alleged data breaches was found online</a>. Whilst some of the data 
had previously been seen in Have I Been Pwned, 2,844 of the files consisting of more than 80 
million unique email addresses had not previously been seen. Each file contained both an email 
address and plain text password and were consequently loaded as a single 
&quot;unverified&quot; data breach.
Creation Date: 2018-02-19T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/List.png
Description: In February 2018, <a href="https://www.troyhunt.com/ive-just-added-2844-new-data-
breaches-with-80m-records-to-have-i-been-pwned/" target="_blank" rel="noopener">a massive 
collection of almost 3,000 alleged data breaches was found online</a>. Whilst some of the data 
had previously been seen in Have I Been Pwned, 2,844 of the files consisting of more than 80 
million unique email addresses had not previously been seen. Each file contained both an email 
address and plain text password and were consequently loaded as a single 
&quot;unverified&quot; data breach.
Title: 2,844 Separate Data Breaches
Modified Date: 2018-02-26T10:06:02Z
Breach Count: 80115532

HIBP
Picture Url

Registered: true
Breach: true
Name: Collection #1
Bio: In January 2019, a large collection of credential stuffing lists (combinations of email 
addresses and passwords used to hijack accounts on other services) was discovered being 
distributed on a popular hacking forum. The data contained almost 2.7 <em>billion</em> 
records including 773 million unique email addresses alongside passwords those addresses had 
used on other breached services. Full details on the incident and how to search the breached 
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passwords are provided in the blog post <a href="https://www.troyhunt.com/the-773-million-
record-collection-1-data-reach" target="_blank" rel="noopener">The 773 Million Record 
"Collection #1" Data Breach</a>.
Creation Date: 2019-01-07T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/List.png
Description: In January 2019, a large collection of credential stuffing lists (combinations of email 
addresses and passwords used to hijack accounts on other services) was discovered being 
distributed on a popular hacking forum. The data contained almost 2.7 <em>billion</em> 
records including 773 million unique email addresses alongside passwords those addresses had 
used on other breached services. Full details on the incident and how to search the breached 
passwords are provided in the blog post <a href="https://www.troyhunt.com/the-773-million-
record-collection-1-data-reach" target="_blank" rel="noopener">The 773 Million Record 
"Collection #1" Data Breach</a>.
Title: Collection #1
Modified Date: 2019-01-16T21:50:21Z
Breach Count: 772904991
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Picture Url

Registered: true
Breach: true
Name: Verifications.io
Website: verifications.io
Bio: In February 2019, the email address validation service <a href="https://
securitydiscovery.com/800-million-emails-leaked-online-by-email-verification-service" 
target="_blank" rel="noopener">verifications.io suffered a data breach</a>. Discovered by <a 
href="https://twitter.com/mayhemdayone" target="_blank" rel="noopener">Bob Diachenko</a> 
and <a href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny Troia</a>, the 
breach was due to the data being stored in a MongoDB instance left publicly facing without a 
password and resulted in 763 million unique email addresses being exposed. Many records 
within the data also included additional personal attributes such as names, phone numbers, IP 
addresses, dates of birth and genders. No passwords were included in the data. The 
Verifications.io website went offline during the disclosure process, although <a href="https://
web.archive.org/web/20190227230352/https://verifications.io/" target="_blank" 
rel="noopener">an archived copy remains viewable</a>.
Creation Date: 2019-02-25T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/VerificationsIO.png
Website: verifications.io
Description: In February 2019, the email address validation service <a href="https://
securitydiscovery.com/800-million-emails-leaked-online-by-email-verification-service" 
target="_blank" rel="noopener">verifications.io suffered a data breach</a>. Discovered by <a 
href="https://twitter.com/mayhemdayone" target="_blank" rel="noopener">Bob Diachenko</a> 
and <a href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny Troia</a>, the 
breach was due to the data being stored in a MongoDB instance left publicly facing without a 
password and resulted in 763 million unique email addresses being exposed. Many records 
within the data also included additional personal attributes such as names, phone numbers, IP 
addresses, dates of birth and genders. No passwords were included in the data. The 
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Verifications.io website went offline during the disclosure process, although <a href="https://
web.archive.org/web/20190227230352/https://verifications.io/" target="_blank" 
rel="noopener">an archived copy remains viewable</a>.
Title: Verifications.io
Modified Date: 2019-03-09T20:49:51Z
Breach Count: 763117241

HIBP
Picture Url

Registered: true
Breach: true
Name: Houzz
Website: houzz.com
Bio: In mid-2018, the housing design website <a href="https://help.houzz.com/s/article/security-
update?language=en_US" target="_blank" rel="noopener">Houzz suffered a data breach</a>. The 
company learned of the incident later that year then disclosed it to impacted members in 
February 2019. Almost 49 million unique email addresses were in the breach alongside names, 
IP addresses, geographic locations and either salted hashes of passwords or links to social 
media profiles used to authenticate to the service. The data was provided to HIBP by <a 
href="https://dehashed.com/" target="_blank" rel="noopener">dehashed.com</a>.
Creation Date: 2018-05-23T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Houzz.png
Website: houzz.com
Description: In mid-2018, the housing design website <a href="https://help.houzz.com/s/article/
security-update?language=en_US" target="_blank" rel="noopener">Houzz suffered a data 
breach</a>. The company learned of the incident later that year then disclosed it to impacted 
members in February 2019. Almost 49 million unique email addresses were in the breach 
alongside names, IP addresses, geographic locations and either salted hashes of passwords or 
links to social media profiles used to authenticate to the service. The data was provided to HIBP 
by <a href="https://dehashed.com/" target="_blank" rel="noopener">dehashed.com</a>.
Title: Houzz
Modified Date: 2019-03-12T20:57:35Z
Breach Count: 48881308

HIBP
Picture Url

Registered: true
Breach: true
Name: Mindjolt
Website: mindjolt.com
Bio: In March 2019, the online gaming website <a href="https://www.zdnet.com/article/a-hacker-
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has-dumped-nearly-one-billion-user-records-over-the-past-two-months/" target="_blank" 
rel="noopener">MindJolt suffered a data breach that exposed 28M unique email addresses</a>. 
Also impacted were names and dates of birth, but no passwords. The data was provided to HIBP 
by a source who requested it be attributed to &quot;JimScott.Sec@protonmail.com&quot;.
Creation Date: 2019-03-18T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Mindjolt.png
Website: mindjolt.com
Description: In March 2019, the online gaming website <a href="https://www.zdnet.com/article/
a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/" target="_blank" 
rel="noopener">MindJolt suffered a data breach that exposed 28M unique email addresses</a>. 
Also impacted were names and dates of birth, but no passwords. The data was provided to HIBP 
by a source who requested it be attributed to &quot;JimScott.Sec@protonmail.com&quot;.
Title: Mindjolt
Modified Date: 2023-10-04T08:17:42Z
Breach Count: 28364826

HIBP
Picture Url

Registered: true
Breach: true
Name: Poshmark
Website: poshmark.com
Bio: In mid-2018, social commerce marketplace <a href="https://techcrunch.com/2019/08/01/
poshmark-confirms-data-breach/" target="_blank" rel="noopener">Poshmark suffered a data 
breach</a> that exposed 36M user accounts. The compromised data included email addresses, 
names, usernames, genders, locations and passwords stored as bcrypt hashes. The data was 
provided to HIBP by a source who requested it be attributed to "JimScott.Sec@protonmail.com".
Creation Date: 2018-05-16T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Poshmark.png
Website: poshmark.com
Description: In mid-2018, social commerce marketplace <a href="https://
techcrunch.com/2019/08/01/poshmark-confirms-data-breach/" target="_blank" 
rel="noopener">Poshmark suffered a data breach</a> that exposed 36M user accounts. The 
compromised data included email addresses, names, usernames, genders, locations and 
passwords stored as bcrypt hashes. The data was provided to HIBP by a source who requested it 
be attributed to "JimScott.Sec@protonmail.com".
Title: Poshmark
Modified Date: 2019-09-02T03:44:37Z
Breach Count: 36395491
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Registered: true
Breach: true
Name: Zynga
Website: zynga.com
Bio: In September 2019, game developer <a href="https://www.cnet.com/news/words-with-
friends-hack-reportedly-exposes-data-of-more-than-200m-players/" target="_blank" 
rel="noopener">Zynga (the creator of Words with Friends) suffered a data breach</a>. The 
incident exposed 173M unique email addresses alongside usernames and passwords stored as 
salted SHA-1 hashes. The data was provided to HIBP by <a href="https://dehashed.com/" 
target="_blank" rel="noopener">dehashed.com</a>.
Creation Date: 2019-09-01T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Zynga.png
Website: zynga.com
Description: In September 2019, game developer <a href="https://www.cnet.com/news/words-
with-friends-hack-reportedly-exposes-data-of-more-than-200m-players/" target="_blank" 
rel="noopener">Zynga (the creator of Words with Friends) suffered a data breach</a>. The 
incident exposed 173M unique email addresses alongside usernames and passwords stored as 
salted SHA-1 hashes. The data was provided to HIBP by <a href="https://dehashed.com/" 
target="_blank" rel="noopener">dehashed.com</a>.
Title: Zynga
Modified Date: 2020-01-11T00:41:51Z
Breach Count: 172869660

HIBP
Picture Url

Registered: true
Breach: true
Name: Wattpad
Website: wattpad.com
Bio: In June 2020, the user-generated stories website <a href="https://
www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-
millions-of-users/" target="_blank" rel="noopener">Wattpad suffered a huge data breach that 
exposed almost 270 million records</a>. The data was initially sold then published on a public 
hacking forum where it was broadly shared. The incident exposed extensive personal 
information including names and usernames, email and IP addresses, genders, birth dates and 
passwords stored as bcrypt hashes.
Creation Date: 2020-06-29T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Wattpad.png
Website: wattpad.com
Description: In June 2020, the user-generated stories website <a href="https://
www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-
millions-of-users/" target="_blank" rel="noopener">Wattpad suffered a huge data breach that 
exposed almost 270 million records</a>. The data was initially sold then published on a public 
hacking forum where it was broadly shared. The incident exposed extensive personal 
information including names and usernames, email and IP addresses, genders, birth dates and 
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passwords stored as bcrypt hashes.
Title: Wattpad
Modified Date: 2020-07-19T22:49:19Z
Breach Count: 268765495

HIBP
Picture Url

Registered: true
Breach: true
Name: Home Chef
Website: homechef.com
Bio: In early 2020, the food delivery service <a href="https://techcrunch.com/2020/05/20/home-
chef-data-breach/" target="_blank" rel="noopener">Home Chef suffered a data breach</a> which 
was subsequently sold online. The breach exposed the personal information of almost 9 million 
customers including names, IP addresses, post codes, the last 4 digits of credit card numbers 
and passwords stored as bcrypt hashes. The data was provided to HIBP by <a href="https://
dehashed.com/" target="_blank" rel="noopener">dehashed.com</a>.
Creation Date: 2020-02-10T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/HomeChef.png
Website: homechef.com
Description: In early 2020, the food delivery service <a href="https://
techcrunch.com/2020/05/20/home-chef-data-breach/" target="_blank" rel="noopener">Home 
Chef suffered a data breach</a> which was subsequently sold online. The breach exposed the 
personal information of almost 9 million customers including names, IP addresses, post codes, 
the last 4 digits of credit card numbers and passwords stored as bcrypt hashes. The data was 
provided to HIBP by <a href="https://dehashed.com/" target="_blank" 
rel="noopener">dehashed.com</a>.
Title: Home Chef
Modified Date: 2020-11-13T03:41:24Z
Breach Count: 8815692

HIBP
Picture Url

Registered: true
Breach: true
Name: Kaneva
Website: kaneva.com
Bio: In July 2016, now defunct website Kaneva, the service to &quot;build and explore virtual 
worlds&quot;, suffered a data breach that exposed 3.9M user records. The data included email 
addresses, usernames, dates of birth and salted MD5 password hashes.
Creation Date: 2016-07-01T00:00:00
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Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Kaneva.png
Website: kaneva.com
Description: In July 2016, now defunct website Kaneva, the service to &quot;build and explore 
virtual worlds&quot;, suffered a data breach that exposed 3.9M user records. The data included 
email addresses, usernames, dates of birth and salted MD5 password hashes.
Title: Kaneva
Modified Date: 2023-12-09T07:00:29Z
Breach Count: 3901179

HIBP
Picture Url

Registered: true
Breach: true
Name: Explore Talent (July 2024)
Website: exploretalent.com
Bio: In July 2024, <a href="https://x.com/H4ckManac/status/1813528139881988225" 
target="_blank" rel="noopener">a data breach attributed to Explore Talent was publicly posted to 
a popular hacking forum</a>. Containing 5.7M rows with 5.4M unique email addresses, the 
incident has been described by various sources as occurring between early 2022 to 2023 and 
also contains names, phone numbers and physical addresses.
Creation Date: 2022-02-28T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/ExploreTalent.png
Website: exploretalent.com
Description: In July 2024, <a href="https://x.com/H4ckManac/status/1813528139881988225" 
target="_blank" rel="noopener">a data breach attributed to Explore Talent was publicly posted to 
a popular hacking forum</a>. Containing 5.7M rows with 5.4M unique email addresses, the 
incident has been described by various sources as occurring between early 2022 to 2023 and 
also contains names, phone numbers and physical addresses.
Title: Explore Talent (July 2024)
Modified Date: 2024-08-19T05:52:35Z
Breach Count: 5371574

HIBP
Picture Url

Registered: true
Breach: true
Name: Explore Talent (August 2024)
Website: exploretalent.com
Bio: In August 2024, <a href="https://maia.crimew.gay/posts/gps-track-deez-nuts/" 
target="_blank" rel="noopener">a slew of security vulnerabilities were identified with a 
conglomerate of online services which included the talent network Explore Talent</a>. A 

https://haveibeenpwned.com/Content/Images/PwnedLogos/ExploreTalent.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/ExploreTalent.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/ExploreTalent.png
https://haveibeenpwned.com/Content/Images/PwnedLogos/ExploreTalent.png


vulnerable API exposed the personal records of 11.4M users of the service of which 8.9M unique 
email addresses were provided to HIBP. This incident is separate to the Explore Talent breach 
which occurred in 2022 and was loaded into HIBP in July 2024.
Creation Date: 2024-08-15T00:00:00
Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/ExploreTalent.png
Website: exploretalent.com
Description: In August 2024, <a href="https://maia.crimew.gay/posts/gps-track-deez-nuts/" 
target="_blank" rel="noopener">a slew of security vulnerabilities were identified with a 
conglomerate of online services which included the talent network Explore Talent</a>. A 
vulnerable API exposed the personal records of 11.4M users of the service of which 8.9M unique 
email addresses were provided to HIBP. This incident is separate to the Explore Talent breach 
which occurred in 2022 and was loaded into HIBP in July 2024.
Title: Explore Talent (August 2024)
Modified Date: 2024-08-19T05:52:35Z
Breach Count: 8929384
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Registered: true
Phone Hint: (***) ***-**82
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Registered: true
Phone Hint: +*********76
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Picture Url
Profile Url

Registered: true
Id: 64108414
Name: Monica Childress
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Friends Count: 20
Review Count: 222

PANDORA
Picture Url
Profile Url

Registered: true
Username: monicaarnett1
Followers: 0
Following: 0
Likes: 38
Stations: 16

HOUZZ

Registered: true

INSTAGRAM

Registered: true

MICROSOFT

Registered: true

SMULE
Picture Url
Profile Url

Registered: true
Id: 324168917
Username: monicaarnett1
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Verified: false
Followers: 0
Following: 0

EA

Registered: true

MAPS
Profile Url

Registered: true

GOOGLE
Picture Url

Registered: true
Id: 101899007632723102442
Last Seen: 2023-03-26T08:57:03

PAYPAL

Registered: true
Acc Number: 2121********7342

EBAY
Picture Url
Profile Url

Registered: true
Location: United States
Username: monica.3894
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Creation Date: 2010-09-10T00:00:00
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Positive Feedback: 16
Neutral Feedback: 0
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