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Module Responses
GOOGLE
Registered : true
Id : 115739890249472976208
Last Seen : 2023-09-05T11:21:09

HIBP
Registered : true
Breach : true
Name : Anti Public Combo List
Bio : In December 2016, a huge list of email address and password pairs
appeared in a &quot;combo list&quot; referred to as &quot;Anti
Public&quot;. The list contained 458 million unique email addresses, many
with multiple different passwords hacked from various online systems. The
list was broadly circulated and used for &quot;credential stuffing&quot;,
that is attackers employ it in an attempt to identify other online systems
where the account owner had reused their password. For detailed
background on this incident, read <a
href="https://www.troyhunt.com/password-reuse-credential-stuffing-and-
another-1-billion-records-in-have-i-been-pwned" target="_blank"
rel="noopener">Password reuse, credential stuffing and another billion
records in Have I Been Pwned</a>.
Creation Date : 2016-12-16T00:00:00



Registered : true
Breach : true
Name : Collection #1
Bio : In January 2019, a large collection of credential stuffing lists
(combinations of email addresses and passwords used to hijack accounts
on other services) was discovered being distributed on a popular hacking
forum. The data contained almost 2.7 <em>billion</em> records
including 773 million unique email addresses alongside passwords those
addresses had used on other breached services. Full details on the
incident and how to search the breached passwords are provided in the
blog post <a href="https://www.troyhunt.com/the-773-million-record-
collection-1-data-reach" target="_blank" rel="noopener">The 773 Million
Record "Collection #1" Data Breach</a>.
Creation Date : 2019-01-07T00:00:00

Registered : true
Breach : true
Name : Exploit.In
Bio : In late 2016, a huge list of email address and password pairs
appeared in a &quot;combo list&quot; referred to as
&quot;Exploit.In&quot;. The list contained 593 million unique email
addresses, many with multiple different passwords hacked from various
online systems. The list was broadly circulated and used for
&quot;credential stuffing&quot;, that is attackers employ it in an attempt
to identify other online systems where the account owner had reused
their password. For detailed background on this incident, read <a
href="https://www.troyhunt.com/password-reuse-credential-stuffing-and-
another-1-billion-records-in-have-i-been-pwned" target="_blank"
rel="noopener">Password reuse, credential stuffing and another billion
records in Have I Been Pwned</a>.
Creation Date : 2016-10-13T00:00:00

Registered : true
Breach : true
Name : Twitter (200M)
Website : twitter.com
Bio : In early 2023, <a
href="https://www.bleepingcomputer.com/news/security/200-million-
twitter-users-email-addresses-allegedly-leaked-online/" target="_blank"
rel="noopener">over 200M records scraped from Twitter appeared on a
popular hacking forum</a>. The data was obtained sometime in 2021 by
abusing an API that enabled email addresses to be resolved to Twitter
profiles. The subsequent results were then composed into a corpus of



data containing email addresses alongside public Twitter profile
information including names, usernames and follower counts.
Creation Date : 2021-01-01T00:00:00

Registered : true
Breach : true
Name : Verifications.io
Website : verifications.io
Bio : In February 2019, the email address validation service <a
href="https://securitydiscovery.com/800-million-emails-leaked-online-by-
email-verification-service" target="_blank" rel="noopener">verifications.io
suffered a data breach</a>. Discovered by <a
href="https://twitter.com/mayhemdayone" target="_blank"
rel="noopener">Bob Diachenko</a> and <a
href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny
Troia</a>, the breach was due to the data being stored in a MongoDB
instance left publicly facing without a password and resulted in 763 million
unique email addresses being exposed. Many records within the data also
included additional personal attributes such as names, phone numbers, IP
addresses, dates of birth and genders. No passwords were included in the
data. The Verifications.io website went offline during the disclosure process,
although <a
href="https://web.archive.org/web/20190227230352/https://verifications.io/"
target="_blank" rel="noopener">an archived copy remains viewable</a>.
Creation Date : 2019-02-25T00:00:00

Registered : true
Breach : true
Name : Zynga
Website : zynga.com
Bio : In September 2019, game developer <a
href="https://www.cnet.com/news/words-with-friends-hack-reportedly-
exposes-data-of-more-than-200m-players/" target="_blank"
rel="noopener">Zynga (the creator of Words with Friends) suffered a data
breach</a>. The incident exposed 173M unique email addresses
alongside usernames and passwords stored as salted SHA-1 hashes. The
data was provided to HIBP by <a href="https://dehashed.com/"
target="_blank" rel="noopener">dehashed.com</a>.
Creation Date : 2019-09-01T00:00:00

INSTAGRAM
Registered : true



TWITTER
Registered : true

PINTEREST
Registered : true

DISNEYSTORE
Registered : true

ESPN
Registered : true

PANDORA
Registered : true
Username : chloeesmama
Profile Url : https://pandora.com/content/mobile/profile.vm?
webname=chloeesmama
Followers : 0
Following : 0

YELP
Registered : true
Id : ycsJu62_Y-6siz-x4V2GnA
Name : Marie B.
First Name : Marie
Gender : f
Location : Medford, OR
Profile Url : https://www.yelp.com/user_details?userid=ycsJu62_Y-6siz-
x4V2GnA&utm_source=ishare
Followers : 0
Following : 0
Creation Date : 2013-01-03T23:36:08

MAPS
Registered : true
Profile Url : https://www.google.com/maps/contrib/115739890249472976208/reviews



Timeline
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