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Module Responses
GOOGLE
Registered : true
Id : 113264275368142538063
Last Seen : 2023-10-28T13:58:17

FLICKR
Registered : true
Id : 97451764@N05
Name : Sarah Smith
Username : mecha'smommy
Profile Url : https://www.flickr.com/photos/97451764@N05
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Creation Date : 2013-06-14T06:58:03

LINKEDIN
Registered : true

HIBP
Registered : true
Breach : true
Name : Adobe
Website : adobe.com
Bio : In October 2013, 153 million Adobe accounts were breached with each containing an internal ID,
username, email, <em>encrypted</em> password and a password hint in plain text. The password
cryptography was poorly done and many were quickly resolved back to plain text. The unencrypted hints
also <a href="http://www.troyhunt.com/2013/11/adobe-credentials-and-serious.html" target="_blank"
rel="noopener">disclosed much about the passwords</a> adding further to the risk that hundreds of
millions of Adobe customers already faced.
Creation Date : 2013-10-04T00:00:00

Registered : true
Breach : true
Name : CashCrate
Website : cashcrate.com
Bio : In June 2017, news broke that <a href="https://motherboard.vice.com/en_us/article/bj8pvq/hackers-
steal-6-million-user-accounts-for-cash-for-surveys-site" target="_blank" rel="noopener">CashCrate had
suffered a data breach exposing 6.8 million records</a>. The breach of the cash-for-surveys site dated back
to November 2016 and exposed names, physical addresses, email addresses and passwords stored in plain
text for older accounts along with weak MD5 hashes for newer ones.



Creation Date : 2016-11-17T00:00:00

Registered : true
Breach : true
Name : ClearVoice Surveys
Website : clearvoicesurveys.com
Bio : In April 2021, the market research surveys company <a href="https://www.clearvoicesurveys.com/"
target="_blank" rel="noopener">ClearVoice Surveys</a> had a publicly facing database backup from 2015
taken and redistributed on a popular hacking forum. The data included 15M unique email addresses across
more than 17M rows of data that also included names, physical and IP addresses, genders, dates of birth
and plain text passwords. ClearVoice Surveys advised they were aware of the breach and confirmed its
authenticity.
Creation Date : 2015-08-23T00:00:00

Registered : true
Breach : true
Name : Explore Talent (August 2024)
Website : exploretalent.com
Bio : In August 2024, <a href="https://maia.crimew.gay/posts/gps-track-deez-nuts/" target="_blank"
rel="noopener">a slew of security vulnerabilities were identified with a conglomerate of online services
which included the talent network Explore Talent</a>. A vulnerable API exposed the personal records of
11.4M users of the service of which 8.9M unique email addresses were provided to HIBP. This incident is
separate to the Explore Talent breach which occurred in 2022 and was loaded into HIBP in July 2024.
Creation Date : 2024-08-15T00:00:00

Registered : true
Breach : true
Name : MyHeritage
Website : myheritage.com



Bio : In October 2017, the genealogy website <a href="https://blog.myheritage.com/2018/06/myheritage-
statement-about-a-cybersecurity-incident/" target="_blank" rel="noopener">MyHeritage suffered a data
breach</a>. The incident was reported 7 months later after a security researcher discovered the data and
contacted MyHeritage. In total, more than 92M customer records were exposed and included email
addresses and salted SHA-1 password hashes. In 2019, <a href="https://www.theregister.co.uk/2019/02
/11/620_million_hacked_accounts_dark_web/" target="_blank" rel="noopener">the data appeared listed for
sale on a dark web marketplace</a> (along with several other large breaches) and subsequently began
circulating more broadly. The data was provided to HIBP by a source who requested it be attributed to
&quot;BenjaminBlue@exploit.im&quot;.
Creation Date : 2017-10-26T00:00:00

Registered : true
Breach : true
Name : River City Media Spam List
Website : rivercitymediaonline.com
Bio : In January 2017, <a href="https://web.archive.org/web/20170426084052/https://mackeeper.com
/blog/post/339-spammergate-the-fall-of-an-empire" target="_blank" rel="noopener">a massive trove of
data from River City Media was found exposed online</a>. The data was found to contain almost 1.4 billion
records including email and IP addresses, names and physical addresses, all of which was used as part of an
enormous spam operation. Once de-duplicated, there were 393 million unique email addresses within the
exposed data.
Creation Date : 2017-01-01T00:00:00

Registered : true
Breach : true
Name : Twitter (200M)
Website : twitter.com
Bio : In early 2023, <a href="https://www.bleepingcomputer.com/news/security/200-million-twitter-users-
email-addresses-allegedly-leaked-online/" target="_blank" rel="noopener">over 200M records scraped
from Twitter appeared on a popular hacking forum</a>. The data was obtained sometime in 2021 by
abusing an API that enabled email addresses to be resolved to Twitter profiles. The subsequent results were



then composed into a corpus of data containing email addresses alongside public Twitter profile
information including names, usernames and follower counts.
Creation Date : 2021-01-01T00:00:00

Registered : true
Breach : true
Name : Verifications.io
Website : verifications.io
Bio : In February 2019, the email address validation service <a href="https://securitydiscovery.com/800-
million-emails-leaked-online-by-email-verification-service" target="_blank" rel="noopener">verifications.io
suffered a data breach</a>. Discovered by <a href="https://twitter.com/mayhemdayone" target="_blank"
rel="noopener">Bob Diachenko</a> and <a href="https://twitter.com/vinnytroia" target="_blank"
rel="noopener">Vinny Troia</a>, the breach was due to the data being stored in a MongoDB instance left
publicly facing without a password and resulted in 763 million unique email addresses being exposed. Many
records within the data also included additional personal attributes such as names, phone numbers, IP
addresses, dates of birth and genders. No passwords were included in the data. The Verifications.io website
went offline during the disclosure process, although <a href="https://web.archive.org/web/20190227230352
/https://verifications.io/" target="_blank" rel="noopener">an archived copy remains viewable</a>.
Creation Date : 2019-02-25T00:00:00



Registered : true
Breach : true
Name : Whitepages
Website : whitepages.com
Bio : In mid-2016, the telephone and address directory service <a href="https://www.theregister.co.uk
/2019/02/11/620_million_hacked_accounts_dark_web/" target="_blank" rel="noopener">Whitepages was
among a raft of sites that were breached and their data then sold in early-2019</a>. The data included over
11 million unique email addresses alongside names and passwords stored as either a SHA-1 or bcrypt hash.
The data was provided to HIBP by a source who requested it to be attributed to
&quot;BenjaminBlue@exploit.im&quot;.
Creation Date : 2016-06-27T00:00:00

FOURSQUARE
Registered : true
Id : 86932976
First Name : Sarah
Last Name : Smith
Gender : female
Location : US
Username : sarahs6028232
Profile Url : https://foursquare.com/sarahs6028232
Private : false

TWITTER
Registered : true

DISQUS



Registered : true

SAMSUNG
Registered : true

SMULE
Registered : true
Id : 166284755
Username : sarahmechell09
Profile Url : https://www.smule.com/sarahmechell09
Verified : false

PANDORA
Registered : true
Username : sarahmechell09
Profile Url : https://pandora.com/content/mobile/profile.vm?webname=sarahmechell09
Bio : I have pretty much had to b a hard head and do things the hard and wrong way.
Followers : 2
Following : 0

APPLE
Registered : true



YELP
Registered : true
Id : f74dwebftoZtgaNy-4Vi4w
Name : Sarah S.
First Name : Sarah
Gender : f
Location : San Francisco, CA
Profile Url : https://www.yelp.com/user_details?userid=f74dwebftoZtgaNy-4Vi4w&utm_source=ishare
Followers : 0
Following : 0
Creation Date : 2014-01-26T12:13:01

MICROSOFT
Registered : true
Id : CBB3CC7E0F0FDE6C
Name : sarahmechell09@gmail.com
Location : US
Last Seen : 2020-04-03T14:08:52.510000+00:00
Creation Date : 2020-04-03T14:08:52.510000+00:00

INSTAGRAM
Registered : true

CYBERBACKGROUNDCHECKS
Registered : true
Name : Sarah D Smith



Age : 41
Location : 649 Larch Way, San Francisco, CA, 94115, US
Email : sarah-d-smith@live.com, sarahmechell09@gmail.com, sarahwilkes25@yahoo.com, allenbo03@yahoo.com,
sarahsmith25@yahoo.com
Phone : (415) 902-9304, (386) 684-9424, (415) 574-1036, (386) 684-9590, (904) 328-0702, (415) 684-8297

AUTODESK
Registered : true

PINTEREST
Registered : true

MAPS
Registered : true
Profile Url : https://www.google.com/maps/contrib/113264275368142538063/reviews



Timeline
Content: Created Account (Flickr)

Date/Year: 2013-06-14T06:58:03

Content: Breached on Adobe

Date/Year: 2013-10-04T00:00:00

Content: Breached on CashCrate

Date/Year: 2016-11-17T00:00:00

Content: Breached on ClearVoice Surveys

Date/Year: 2015-08-23T00:00:00

Content: Breached on Explore Talent (August 2024)

Date/Year: 2024-08-15T00:00:00

Content: Breached on MyHeritage

Date/Year: 2017-10-26T00:00:00

Content: Breached on River City Media Spam List

Date/Year: 2017-01-01T00:00:00

Content: Breached on Twitter (200M)

Date/Year: 2021-01-01T00:00:00

Content: Breached on Verifications.io

Date/Year: 2019-02-25T00:00:00

Content: Breached on Whitepages

Date/Year: 2016-06-27T00:00:00

Content: Created Account (Yelp)



Date/Year: 2014-01-26T12:13:01

Content: Last Active (Microsoft)

Date/Year: 2020-04-03T14:08:52.510000+00:00

Content: Created Account (Microsoft)
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