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Module Responses
HIBP

Registered : true

Breach : true

Name : MyHeritage

Website : myheritage.com

Bio : In October 2017, the genealogy website <a
href="https://blog.myheritage.com/2018/06/myheritage-statement-about-a-
cybersecurity-incident/" target="_blank" rel="noopener">MyHeritage suffered a data
breach</a>. The incident was reported 7 months later after a security researcher
discovered the data and contacted MyHeritage. In total, more than 92M customer records
were exposed and included email addresses and salted SHA-1 password hashes. In 2019,
<a
href="https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/"
target="_blank" rel="noopener">the data appeared listed for sale on a dark web
marketplace</a> (along with several other large breaches) and subsequently began
circulating more broadly. The data was provided to HIBP by a source who requested it be
attributed to &quot;BenjaminBlue@exploit.im&quot;.

Creation Date : 2017-10-26T00:00:00

Registered : true

Breach : true

Name : Twitter (200M)

Website : twitter.com

Bio : In early 2023, <a
href="https://www.bleepingcomputer.com/news/security/200-million-
twitter-users-email-addresses-allegedly-leaked-online/" target="_blank"
rel="noopener">over 200M records scraped from Twitter appeared on a
popular hacking forum</a>. The data was obtained sometime in 2021 by
abusing an API that enabled email addresses to be resolved to Twitter
profiles. The subsequent results were then composed into a corpus of
data containing email addresses alongside public Twitter profile
information including names, usernames and follower counts.

Creation Date : 2021-01-01T00:00:00

XVIDEOS



Registered : true

SPOTIFY

Registered : true

APPLE

Registered : true

TWITTER

Registered : true

MICROSOFT

Registered : true

Id : C94272E35532786F

Name : Cole Goble

Location : US

Last Seen : 2018-12-25T12:02:26.170000+00:00
Creation Date : 2016-01-21T715:32:12.320000+00:00

EA

Registered : true

TEAMS

Registered : true
Id : 8:live:colegoble11



Timeline

Content: Breached on MyHeritage
Date/Year: 2017-10-26T00:00:00

Content: Breached on Twitter (200M)
Date/Year: 2021-01-01T00:00:00

Content: Last Seen (Microsoft)
Date/Year: 2018-12-25T12:02:26.170000+00:00

Content: Created (Microsoft)
Date/Year: 2016-01-21T715:32:12.320000+00:00
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