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Name: MySpace

Website: myspace.com

Bio: In approximately 2008, <a href="http://motherboard.vice.com/read/427-million-myspace-
passwords-emails-data-breach” target="_blank" rel="noopener">MySpace suffered a data breach
that exposed almost 360 million accounts</a>. In May 2016 the data was offered up for sale on
the &quot;Real Deal&quot; dark market website and included email addresses, usernames and
SHAT1 hashes of the first 10 characters of the password converted to lowercase and stored
without a salt. The exact breach date is unknown, but <a href="https://www.troyhunt.com/dating-
the-ginormous-myspace-breach” target="_blank" rel="noopener">analysis of the data suggests it
was 8 years before being made public</a>.

Creation Date: 2008-07-01T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/MySpace.png

Website: myspace.com

Description: In approximately 2008, <a href="http://motherboard.vice.com/read/427-million-
myspace-passwords-emails-data-breach” target="_blank" rel="noopener">MySpace suffered a
data breach that exposed almost 360 million accounts</a>. In May 2016 the data was offered up
for sale on the &quot;Real Deal&quot; dark market website and included email addresses,
usernames and SHA1 hashes of the first 10 characters of the password converted to lowercase
and stored without a salt. The exact breach date is unknown, but <a href="https://
www.troyhunt.com/dating-the-ginormous-myspace-breach" target="_blank"
rel="noopener">analysis of the data suggests it was 8 years before being made public</a>.
Title: MySpace
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Name: Taringa

Website: taringa.net

Bio: In September 2017, news broke that <a href="https://thehackernews.com/2017/09/taringa-
data-breach-hacking.html" target="_blank" rel="noopener">Taringa had suffered a data breach
exposing 28 million records</a>. Known as &quot;The Latin American Reddit&quot;, <a
href="https://www.taringa.net/posts/taringa/19972402/Un-mensaje-importante-sobre-la-
seguridad-de-tu-cuenta.html" target="_blank" rel="noopener">Taringa's breach disclosure
notice</a> indicated the incident dated back to August that year. The exposed data included
usernames, email addresses and weak MD5 hashes of passwords.

Creation Date: 2017-08-01T00:00:00

Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/Taringa.png

Website: taringa.net

Description: In September 2017, news broke that <a href="https://thehackernews.com/2017/09/
taringa-data-breach-hacking.html" target="_blank" rel="noopener">Taringa had suffered a data
breach exposing 28 million records</a>. Known as &quot;The Latin American Reddit&quot;, <a
href="https://www.taringa.net/posts/taringa/19972402/Un-mensaje-importante-sobre-la-
seguridad-de-tu-cuenta.html" target="_blank" rel="noopener">Taringa's breach disclosure
notice</a> indicated the incident dated back to August that year. The exposed data included
usernames, email addresses and weak MD5 hashes of passwords.
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Name: Collection #1

Bio: In January 2019, a large collection of credential stuffing lists (combinations of email
addresses and passwords used to hijack accounts on other services) was discovered being
distributed on a popular hacking forum. The data contained almost 2.7 <em>billion</em>
records including 773 million unique email addresses alongside passwords those addresses had
used on other breached services. Full details on the incident and how to search the breached
passwords are provided in the blog post <a href="https://www.troyhunt.com/the-773-million-
record-collection-1-data-reach” target="_blank" rel="noopener">The 773 Million Record
"Collection #1" Data Breach</a>.
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Logo: https://haveibeenpwned.com/Content/Images/PwnedLogos/List.png

Description: In January 2019, a large collection of credential stuffing lists (combinations of email
addresses and passwords used to hijack accounts on other services) was discovered being
distributed on a popular hacking forum. The data contained almost 2.7 <em>billion</em>
records including 773 million unique email addresses alongside passwords those addresses had
used on other breached services. Full details on the incident and how to search the breached
passwords are provided in the blog post <a href="https://www.troyhunt.com/the-773-million-
record-collection-1-data-reach” target="_blank" rel="noopener">The 773 Million Record
"Collection #1" Data Breach</a>.
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Name: Data Enrichment Exposure From PDL Customer

Bio: In October 2019, <a href="https://www.troyhunt.com/data-enrichment-people-data-labs-and-
another-622m-email-addresses" target="_blank" rel="noopener">security researchers Vinny Troia
and Bob Diachenko identified an unprotected Elasticsearch server holding 1.2 billion records of
personal data</a>. The exposed data included an index indicating it was sourced from data
enrichment company People Data Labs (PDL) and contained 622 million unique email addresses.
The server was not owned by PDL and it's believed a customer failed to properly secure the
database. Exposed information included email addresses, phone numbers, social media profiles
and job history data.
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Description: In October 2019, <a href="https://www.troyhunt.com/data-enrichment-people-data-
labs-and-another-622m-email-addresses"” target="_blank" rel="noopener">security researchers
Vinny Troia and Bob Diachenko identified an unprotected Elasticsearch server holding 1.2 billion
records of personal data</a>. The exposed data included an index indicating it was sourced from
data enrichment company People Data Labs (PDL) and contained 622 million unique email
addresses. The server was not owned by PDL and it's believed a customer failed to properly
secure the database. Exposed information included email addresses, phone numbers, social
media profiles and job history data.
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Name: Wattpad

Website: wattpad.com

Bio: In June 2020, the user-generated stories website <a href="https://
www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-
millions-of-users/" target="_blank" rel="noopener">Wattpad suffered a huge data breach that
exposed almost 270 million records</a>. The data was initially sold then published on a public
hacking forum where it was broadly shared. The incident exposed extensive personal
information including names and usernames, email and IP addresses, genders, birth dates and
passwords stored as bcrypt hashes.
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Website: wattpad.com

Description: In June 2020, the user-generated stories website <a href="https://
www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-
millions-of-users/" target="_blank" rel="noopener">Wattpad suffered a huge data breach that
exposed almost 270 million records</a>. The data was initially sold then published on a public
hacking forum where it was broadly shared. The incident exposed extensive personal
information including names and usernames, email and IP addresses, genders, birth dates and
passwords stored as bcrypt hashes.
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Name: Not SOCRadar

Bio: In August 2024, over 332M rows of email addresses were posted to a popular hacking
forum. The post alleged the addresses were scraped from cybersecurity firm SOCRadar, however
<a href="https://socradar.io/socradars-response-to-the-usdods-claim-of-scraping-330-million-
emails/" target="_blank" rel="noopener">an investigation on their behalf concluded that &quot;the
actor merely utilised functionalities inherent in the platform's standard offerings, designed to
gather information from publicly available sources&quot;</a>. There is no suggestion the
incident compromised SOCRadar's security or posed any risk to their customers. In total, the
data set contained 282M unique addresses of valid email address format.
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Description: In August 2024, over 332M rows of email addresses were posted to a popular
hacking forum. The post alleged the addresses were scraped from cybersecurity firm SOCRadar,
however <a href="https://socradar.io/socradars-response-to-the-usdods-claim-of-scraping-330-
million-emails/" target="_blank" rel="noopener">an investigation on their behalf concluded that
&quot;the actor merely utilised functionalities inherent in the platform's standard offerings,
designed to gather information from publicly available sources&quot;</a>. There is no
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suggestion the incident compromised SOCRadar's security or posed any risk to their customers.
In total, the data set contained 282M unique addresses of valid email address format.

Title: Not SOCRadar
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Id: 493C1370641CB61F

Name: LUIS ANGEL MANCILLAS

Location: ES

Phone Hint: ********3(
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