000 «KOM», OrPH 1157746877892, UHH 9717002015
101000, r. MockBa, KprBokoneHHbIn nep. 12, ctp. 1

CODEMASTER

Q

P =mirada 700

.“...‘.“‘.‘.‘.‘......‘....".....‘..............“..‘..“.“.
0000000000000 000000000000000000000CCCCOC0C0PCCOPOOOCOIOIOIOIPOIPOIPOIPOPOPOPOTOTS

1
IAY2Z GAYS SAYE JAYE OGAVID 11A V2 134 VIS 15A W16 17A VIE 194 Y20 21A V22 234 W24 25A W26 2/A V2D 29A V10 H1AVI2 I3A V33 354 VA6 37A VI 20A V4D 41A VA2 43A ¥4I A5A VA6 ATAVAS  OA VED  51A ¥E2

I
'

° Me)XxceTeBOW aKpaH CNeayLwero noKoneHus,
M I ra d a 7 0 o obecneymBaloLwmii BbICOKYIO MPOMYCKHYIO CNOCOBHOCTb
U HenpeB3OMOEHHbIN YPOBEHb ceTeBON 6e30MacHOCTU
AN KPYMHbIX NPeanpuaTnia n cepeBnc-npoBanaepos

AnnapaTtHag nnatdopma nMeeT Habop
BbICOKOCKOPOCTHbIX MHTEP(ENCOB, NO3BONSAIOLLNX
MCMNoMb30BaTb €e Npu peanmnsaumnm peleHnn
ypoBHsa aapa LLO[, arperauun n Ncrnosib3oBaHUSA
Ha rpaHunLax ceTen

MporpamMMHoe o6ecneyeHne Mirada
obecneumBaeT aODPEKTUBHYIO 3aLLUTY
pecypcoB OT Yrpo3 C UCMOSIb30BaHNEM
CUCTEMbI NPeaoTBPALLEHNSA BTOPXXEHWUM

KnioueBble ocobeHHocTU Mirada

Bbicokasi Mpon3BoamUTENbHOCTb AnnapaTHoe ycKopeHne o6paboTku
MeXXCeBOoro aKpaHMpoBaHUs Tpaduka c ncnonb3osaHnem ASIC
OunHaMmuyeckoe dopMupoBaHmne Lnpokuni Habop

rnpaBui MEXCeTEBOIo 3KpaHMpPOBaHUA dyHKuUMoHana L2 n L3

Pa6oTa B npo3payHOM
L2-pexunme
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’® CODEMASTER

YnpasneHue

HTTP/HTTPS, RESTful API

MexceTeBon aKkpaH

lMpaBwuna Ha ocHoge: IP, TCP, UDP, ICMPv4,
ceTen, CMUCKOB, NONb30BaTeNnemn

Moppepykka DNS-sinkhole

CncteMa o6Hapy>XeHUsi BTOPXXeHU

Pe>kumbl IDS n IPS

Pe>xum paboTsbl IDS - SPAN

PexxM «HyneBoro nosepua»

CospaHue npasun Hanpsmyto U3 XXypHana COB

CospaHune npasun DNS-6n10kMpoBKU Hanpsmyto n3 xxypHana COB

CospaHue AUHaMUYeCKUxX NpaBu 61I0KMPOBKIY
Ha OCHOBE peLLaloLLMX NpaBus

CospaHue WaboHOB PeLLaloLMX NpaBui

KoHTponb goctyna K cucteme

NocTyn Ha ocHoBe ponen

LleHTpannsoBaHHas aBTopu3auus ¢ ucnonbsosaHmeMm RADIUS

HacTpanBaeMas nonutmka o6paboTku 0TKa30B ayTeHTUdmnKaumm

HacTpansaemas naposibHas nonnuTuka

MOHUTOPUHI N onoBeLleHne

SNMPv2/SNMPv3, SMTP

BCTpoeHHaﬂ nogcncrteMa caMogmarHoCTuKM 1 KOHTPOJIA COCTOAHUA

0TKa3OYCTOl‘/'I‘-WIBOCTb 1N BblICOKadA rOTOBHOCTb

KnacTtepusauusa Active/Standby

JKCMOpPT HAaCTPOEK CUCTEMBbI

Ayout

XypHanbl ocTyna, HaCTPOEK, CUCTEMHbIX COBbITUIM, 6e30MacHOCTH
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802.1q, 802.1ad/LAG, 3epkannpoBaHue NopToB

L3
Moppepxka npotokona VRRP
MapupyTnsaumus: ctatuyeckas, PBR, OSPF, BGP

TpaHcnsauusa agpecos NAT: SNAT, DNAT, Masquerade,
Twice NAT

TLS-wnio3

Pexxnm npokcupoBanusa gnsa tpaduka HTTP/HTTPS
Pacwnoposka Tpadumka TLS 1.2, 1.3

Pexxnm KopHeBoro ueHTpa ceptudmkaumm (CA)
MpaBuna ans paclumndpoBKm Tpaduka ¢ UCKIIOYEHNSMU

3arpyska cepTUdUKaTOB U3 BHELLIHUX NCTOYHMKOB

NHTerpauusa ¢ BHELWHNMU CUCTEMaMU

DNS, NTP, DHCP

Zabbix/Nagios (SNMPv2/SNMPv3)

Microsoft Active Directory

AHTUBMPYCHbIE CUCTEMBI, NECOYHULbI Ha 6a3se
npotokona ICAP

SIEM Ha 6a3e npotokonoB SYSLOG RFC 3164, 5424

MHTerpaums ¢ MynbTUBEHOOPHbBIMU CUCTEMAMMU
LLeHTPanM30BaHHOIO KOHTPOIS, aHanM3a 1 ynpasnieHus
NonMTUKaMm ceTeBon 6e30nacHOCTU CTOPOHHUX
pa3paboTynkos

OTYEeTHOCTb

MopcucteMa oT4yeTOoB C WabnoHamMm
1 BO3MOXXHOCTbIO OTNpPaBku no SMTP

O6HoBNEHNE

OG6HOBMEHNE MPOrpamMMHOro obecneyvyeHms
1 6a3bl peLaowmnx Npasun Yepes nHTepderncsl ynpasneHus
B pexxnme online/offline
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CMELIMOUKALMS Mirada 700

UHTepdencni MpousBoauUTENbHOCTDb

Cnort 10 Gigabit Ethernet, SFP+ 48 MpounssogntenbHocTb FW

1518/512/64 6ant UDP, I'6/c 616 / 604 / 504*
Cnot 40 Gigabit Ethernet, QSFP+ 4

MpounsBoauTenbHoCcTb IPS

(Enterprise Traffic Mix), '6/c 16
MopT ynpaeneHus Gigabit Ethernet, RJ45 1

MpoussoauTenbHocTb NGFW 16
MopT knactepusauun Gigabit Ethernet, RJ45 1 (EniaEe el i), U
MopT IPMI Gigabit Ethernet, RJ-45 1 Sanepxxa UDP 64 6an L2/L3, mke A T

KonunuectBo ceccuin 95 MnH
MopT USB 3.0 4

KonnuyecTBO HOBbIX CECCU B CEK 925 000
MopT VGA, D-Sub 1

*B pexxume BOOST

MopT RS-232C, DB9 1

FapaHTUsA, TexHUJYecKas nogaepxka,

o6HoBneHue NO u curHatyp
dusnyeckmne n anekTpmyeckue

napamMmeTpbl CTaHOapTHas rapaHTUa Ha
annapaTHylo NnaTpopmy lron
Fa6aputbl, LXBXT, MM 437 x 86 x 837 PaclumpeHune rapaHTun Ha 5
annapaTtHylo nnatdopMy Howllsy
®DopM-pakTop 2U
Moanucka Ha 06HOBNEHWS - MONyYeHUEe NaKeToB
o6HOBNEHUs ana npogykTa (MUMHOPHbIE BEPCUN), Oa
Bec, kr 21 nonyyeHme nakeTos 06HOBIEHUI curHaTyp BPI
(1 roa BXoAuT NpU NOKYrKe)
Bnok nutaHusa c ropsuen s3ameHomn 2
TexHuuyeckasn nogaepxka c o6HoBneHneM Mo u
Hanps>keHue nutaHua 2208, 50"y

CUrHaTyp - BO3MOXXHOCTb MOJSTyYE€HUsI KOHCYbTauuin
Mo 3/1eKTPOHHOI NoyTe B pexxmMme 8x5, nonyyeHune
MoTpebnaemas MOWHOCTb, BT 800 KOHCYnbTauui no tenedoHy B pexunme 8x5,
noslyyeHne nakeToB OGHOBIEHMSA AN NPOAYKTA
(Ma)xopHble Bepcun)

YcnoBusa akcnnyaTauum

AuckoBasa noacuctemMa
TeMnepaTtypa oKp. cpefbl o110 po 35 °C

OTHOCUTENbHas BNAXHOCTb oT 5 0o 80 % npu 25 °C KonuuecTteo guckoe SSD 2 (RAID1) +1

ATMocdepHoe naBneHne o1 84 no 107 kMNa 06wuin o6beM, IN'b 480+2000



