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Module Responses
FACEBOOK

Registered : true

HIBP

Registered : true

Breach : true

Name : Data Enrichment Exposure From PDL Customer

Bio : In October 2019, <a href="https://www.troyhunt.com/data-
enrichment-people-data-labs-and-another-622m-email-addresses”
target="_blank" rel="noopener">security researchers Vinny Troia and Bob
Diachenko identified an unprotected Elasticsearch server holding 1.2 billion
records of personal data</a>. The exposed data included an index
indicating it was sourced from data enrichment company People Data Labs
(PDL) and contained 622 million unique email addresses. The server was not
owned by PDL and it's believed a customer failed to properly secure the
database. Exposed information included email addresses, phone numbers,
social media profiles and job history data.

Creation Date : 2019-10-16T00:00:00

Registered : true

Breach : true *
Name : ReverbNation

Website : reverbnation.com

Bio : In January 2014, the online service for assisting musicians to build their

careers <a href="https://www.scmagazine.com/2014-breach-prompts-
reverbnation-to-notify-customers/article/532492/" target="_blank"
rel="noopener">ReverbNation suffered a data breach which wasn't

identified until September the following year</a>. The breach contained

over 7 million accounts with unique email addresses and salted SHA1

passwords.
Creation Date : 2014-01-01T00:00:00

Registered : true

Breach : true

Name : River City Media Spam List

Website : rivercitymediaonline.com

Bio : In January 2017, <a
href="https://web.archive.org/web/20170426084052/https://mackeeper.com/blog/post/339-
spammergate-the-fall-of-an-empire" target="_blank" rel="noopener">a massive trove of
data from River City Media was found exposed online</a>. The data was found to contain
almost 1.4 billion records including email and IP addresses, names and physical addresses,



all of which was used as part of an enormous spam operation. Once de-duplicated, there
were 393 million unique email addresses within the exposed data.
Creation Date : 2017-01-01T00:00:00

Registered : true

Breach : true

Name : Special K Data Feed Spam List

Website : datadmarketers.com

Bio : In mid to late 2015, a spam list known as the <a
href="http://www.data4marketers.com/d4m_SpecialKfeed2015.html"
target="_blank" rel="noopener">Special K Data Feed</a> was discovered
containing almost 31M identities. The data includes personal attributes such
as names, physical and IP addresses, genders, birth dates and phone
numbers. <a href="https://www.troyhunt.com/have-i-been-pwned-and-
spam-lists-of-personal-information” target="_blank" rel="noopener">Read
more about spam lists in HIBP.</a>

Creation Date : 2015-10-07T00:00:00

Registered : true :
Breach : true
Name : Verifications.io

Website : verifications.io verifications 10
Bio : In February 2019, the email address validation service <a
href="https://securitydiscovery.com/800-million-emails-leaked-online-by-

email-verification-service" target="_blank" rel="noopener">verifications.io

suffered a data breach</a>. Discovered by <a

href="https://twitter.com/mayhemdayone" target="_blank"

rel="noopener">Bob Diachenko</a> and <a

href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny

Troia</a>, the breach was due to the data being stored in a MongoDB

instance left publicly facing without a password and resulted in 763 million

unique email addresses being exposed. Many records within the data also

included additional personal attributes such as names, phone numbers, IP

addresses, dates of birth and genders. No passwords were included in the

data. The Verifications.io website went offline during the disclosure process,

although <a

href="https://web.archive.org/web/20190227230352/https://verifications.io/"

target="_blank" rel="noopener">an archived copy remains viewable</a>.

Creation Date : 2019-02-25T00:00:00

INSTAGRAM

Registered : true

CYBERBACKGROUNDCHECKS



Registered : true

Name : Cherise Marie Howell

Age : 58

Location : 4582 Parkview Sq, Atlanta, GA, 30349, US

Email : mscherise2014@yahoo.com, angela.bujnoch@yahoo.com, swashington1982@gmail.com,
mwilson388@aol.com, mscherise2010@yahoo.com, anitachristal@yahoo.com, cherisehowell@cox.net,
cherise.howell@att.net, cherisehowell@bellsouth.net, cherisehowell@yahoo.com,
chowell2k@atl.mediaone.net, chowell2k@att.medianet.net

Phone : (718) 314-4844, (404) 453-5354, (770) 306-7350, (404) 766-4455, (770) 964-0233, (404) 761-2807,
(470) 269-0869, (404) 453-0022, (404) 766-1234, (404) 766-4135, (404) 292-1562, (718) 292-1562, (973)
672-8697, 292-1562

EA

Registered : true



Timeline

Content: Breached on Data Enrichment Exposure From PDL Customer
Date/Year: 2019-10-16T00:00:00

Content: Breached on ReverbNation
Date/Year: 2014-01-01T00:00:00

Content: Breached on River City Media Spam List
Date/Year: 2017-01-01T00:00:00

Content: Breached on Special K Data Feed Spam List
Date/Year: 2015-10-07T00:00:00

Content: Breached on Verifications.io
Date/Year: 2019-02-25T00:00:00
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