| am not completely illiterate (or at least wasn't back in the day),
but | have not used PGP in quite sometime. | use Windows
mostly, and thus use Kleopatra. Creating keys, importing them,

encrypting and decrypting etc. are still fresh.

My main concern is to re-learn all the nuances and various ways
of verifying the authenticity of file downloads... The things that
aren't coming back to me are signing keys, .asc files,
Fingerprints, and the various forms to lookup these files on
keyservers, when they aren't available on the official website

themselves etc..
@ Thought for 49s

Great to hear you're refreshing your PGP skills—Kleopatra (part
of Gpg4win) is still one of the most user-friendly GUIs on
Windows for this. Since you already handle key creation/import/
encrypt/decrypt, I'll focus strictly on the verification workflow you
mentioned: signing keys (i.e., the developer's public key used to
verify their signatures), .asc files, fingerprints, and keyserver

lookups when the official site doesn't bundle everything.

Quick Refresher on the Key Concepts

¢ Signing key = Developer's public key (not their private one).
They use their private key to create a signature; you use the

public key to check it.

¢ .asc file = ASCll-armored OpenPGP data (human-readable text

starting with ----- BEGIN PGP ...----- ).

e For downloads: Usually a detached signature (separate file,
e.g., program.exe.asc Or program.exe.sig.asc). It

contains only the signature hash, not the file itself.

e Sometimes it's an exported public key (the signing key itself).



¢ Fingerprint = The unique 40-character (or longer) hex string that
identifies a key (e.g., 3A79 BD29 ... ). Thisis what you always
compare manually against the official website. Key IDs (short 8-

or 16-char) are not enough—fingerprints prevent collisions/fakes.

o Keyservers = Public databases (e.g., keys.openpgp.org). You
fetch public keys by fingerprint, email, or name. Never fully trust

a keyserver result without fingerprint verification.

1. Make Sure You're on the Latest Kleopatra (2026)

Download Gpg4win 5.0.1 (released Jan 27, 2026) from the official
site: https://gpg4win.org/download.html
It includes Kleopatra 5.0.0. Install with defaults (Kleopatra is the

main component you need).

2. Configure a Reliable Keyserver (Important in Recent
Versions)

Kleopatra no longer has a default keyserver for privacy reasons.
1. Open Kleopatra > Settings > Configure Kleopatra.
2. Go to the OpenPGP tab (or "Directory Services").

3. Set OpenPGP keyserver to: hkps://keys.openpgp.org

(recommended—privacy-focused, no spam keys).

4. Click OK.

3. Importing the Signing Key (Public Key)
Two common ways:

A. From an official .asc key file on the website (best when

available)
e Download the key .asc file.

e Double-click it » Kleopatra imports it automatically (click OK on

the confirmation).

e Or: File » Import Certificates... - select the file.



B. From a keyserver (when the site only gives a fingerprint or email)

1.

In Kleopatra, click the Lookup on Server... button (or File >

Lookup Certificates on Server).

. Paste the full fingerprint (best) or email/name.

Click Search.

Select the correct key - Import.

4. Always Verify the Fingerprint (This is the Critical

Nuance)

Never skip this—keyservers can have look-alike keys.

1.

In Kleopatra's main window (Certificates tab), find the imported

key.

. Double-click it (or right-click > Details / Certificate Details).

Look for the Fingerprint field (full 40+ hex chars, often grouped
in 4s).

Compare it exactly (character-by-character) to the one
published on the official HTTPS website (usually in the download
page, README, or "Verify" section).

e If it matches » good.

e |f not - delete the key and do not proceed.

Optional but recommended for repeated use: Right-click the key

- Certify (or Certificates > Authenticate certificates...). This

marks it as trusted in your keyring (you sign it with your own key). You

can choose "public" or "private" certification.

5. Verifying a File Download (The Main Workflow)

This is for detached signatures (most common for software

downloads).

1.

Download both:

e The actual file (e.g., veracrypt-setup.exe)



e The signature (e.g., veracrypt-setup.exe.asc or .sig.asc)

Put them in the same folder.

2. In Kleopatra:
¢ File » Decrypt/Verify Files...

e Or simply drag-and-drop the .asc signature file into the

Kleopatra window.

3. Inthe dialog:
¢ |t should auto-detect the data file (same base name).

o If it asks, select the signature file as "Input file" (it treats it as
detached).

¢ Click Decrypt/Verify.

4. Results window:

e Good signature (green/yellow) from the expected signer +

date = success.

o It will note if the key is "not certified" (normal if you didn't
certify it yourself)—but the signature is still cryptographically
valid if the fingerprint matched.

e Red "Bad signature" or "No public key" = problem (tampered

file or wrong key).

Tip: If the signature is inline (rare for binaries, contains the actual
text), use the Notepad button in Kleopatra - paste the whole .asc >

Decrypt/Verify Notepad.

Common Gotchas & Nuances

¢ File names matter for auto-detection: Signature must be
filename.ext.asc (or .sig.asc ). Kleopatra strips the

extension to find the data file.

¢ Key not found? Kleopatra will offer to search the keyserver

automatically during verification.



¢ "Unknown certificate" - You just need to import the key first

(and verify fingerprint).

o Multiple keys with same name? Fingerprint is the only reliable

way to tell them apart.

¢ Site doesn't publish the key? Look for the fingerprint on their
HTTPS page, GitHub, or mailing list. Cross-check on at least 2—-3

trusted places.

e .asc is the key itself > Import as in step 3A, then use it for

verification.

Example Real-World Flow (e.g., MySQL or VeraCrypt)

1. Site gives fingerprint ABCDEF... and linksto mysqgl.msi.asc.
2. Lookup/import by fingerprint on keys.openpgp.org .

3. Double-click > confirm fingerprint matches site.

4. Drag mysql.msi.asc into Kleopatra - "Good signature from

MySQL Release Engineering".

That's the full modern workflow in Kleopatra. Once you do it 2-3

times it comes right back.

If you hit a specific project's download (share the site/link), | can walk
you through the exact buttons/fingerprint for it. Or if anything in
Kleopatra looks different in v5.0, screenshot the dialog and describe

it—I can guide precisely.

You're not starting from zero; this will click quickly. Stay safe out

therel!



