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Module Responses
GOOGLE
Registered : true
Id : 105907419086592995390
Last Seen : 2023-03-20T13:36:30

HIBP
Registered : true
Breach : true
Name : Data Enrichment Exposure From PDL Customer
Bio : In October 2019, <a href="https://www.troyhunt.com/data-enrichment-people-data-labs-and-
another-622m-email-addresses" target="_blank" rel="noopener">security researchers Vinny Troia and Bob
Diachenko identified an unprotected Elasticsearch server holding 1.2 billion records of personal data</a>.
The exposed data included an index indicating it was sourced from data enrichment company People Data
Labs (PDL) and contained 622 million unique email addresses. The server was not owned by PDL and it's
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believed a customer failed to properly secure the database. Exposed information included email addresses,
phone numbers, social media profiles and job history data.
Creation Date : 2019-10-16T00:00:00

Registered : true
Breach : true
Name : National Public Data
Bio : In April 2024, <a href="https://www.troyhunt.com/inside-the-3-billion-people-national-public-data-
breach" target="_blank" rel="noopener">a large trove of data made headlines as having exposed &quot;3
billion people&quot; due to a breach of the National Public Data background check service</a>. The initial
corpus of data released in the breach contained billions of rows of personal information, including US social
security numbers. Further partial data sets were later released including extensive personal information and
134M unique email addresses, although the origin and accuracy of the data remains in question. This breach
has been flagged as &quot;unverified&quot; and a full description of the incident is in the link above.
Creation Date : 2024-04-09T00:00:00



Registered : true
Breach : true
Name : Verifications.io
Website : verifications.io
Bio : In February 2019, the email address validation service <a href="https://securitydiscovery.com/800-
million-emails-leaked-online-by-email-verification-service" target="_blank" rel="noopener">verifications.io
suffered a data breach</a>. Discovered by <a href="https://twitter.com/mayhemdayone" target="_blank"
rel="noopener">Bob Diachenko</a> and <a href="https://twitter.com/vinnytroia" target="_blank"
rel="noopener">Vinny Troia</a>, the breach was due to the data being stored in a MongoDB instance left
publicly facing without a password and resulted in 763 million unique email addresses being exposed. Many
records within the data also included additional personal attributes such as names, phone numbers, IP
addresses, dates of birth and genders. No passwords were included in the data. The Verifications.io website
went offline during the disclosure process, although <a href="https://web.archive.org/web/20190227230352
/https://verifications.io/" target="_blank" rel="noopener">an archived copy remains viewable</a>.
Creation Date : 2019-02-25T00:00:00

CYBERBACKGROUNDCHECKS
Registered : true
Name : Michael J Troland
Age : 48
Location : 8275 23rd St, White City, OR, 97503, US
Email : michael.troland@yahoo.com, michaelj2323@hotmail.com, opentoall1970@hotmail.com
Phone : (503) 695-6562, (541) 423-5005, (541) 499-6066, (541) 342-9301, 342-9301

MICROSOFT
Registered : true



MAPS
Registered : true
Profile Url : https://www.google.com/maps/contrib/105907419086592995390/reviews



Timeline
Content: Breached on Data Enrichment Exposure From PDL Customer

Date/Year: 2019-10-16T00:00:00

Content: Breached on National Public Data
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