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&USA Hige Leak

A huge database about the inhabitants of the United States, which Pompompurin initially leaked on the now non -existent
RaidForum forum. The source is unknown, but in this database you can find data from more than 250 million American
citizens. Data contains names, addresses, phones, geolocation, house and income data, nationality, date of birth. It also
had more than 100 million e -mail.

€. Telephone: 6104691298
i Year of birth: 1997

% Adres: PO Box 218

& Little: PO Box

YN
~+Time zone: 5

=

L1 Cities: Birchrunville

Bl City: Birchrunville
€ Latitude: 40.13189
) Longitude: -75.63836
sl Description CBSA: Philadelphia-Camden-Wilmington PA-NJ-DE-MD
42 Home: Up to $24999
#:Postal code (11 characters): 19421021818
£xPostal code: 19421
Nationality code: irs
@ Full name: McCrossin Haley
< Age: 24
¢ Income: Up to $10000
=Credit card limit: 2500
O Postal code: 0218
¥ Region: Chester
[[}Gender: F

€, Telephone: 6108886180
€, Telephone: 6105222815
i Year of birth: 1997

“+ Month of birth: 10

#% Suffix streets: Cir
#%Adres: 302 Park Cir

#% Little: Park

~)

=

ime zone: 5

€ Latitude: 39.8818393
) Longitude: -75.3002773
s Description CBSA: Philadelphia-Camden-Wilmington PA-NJ-DE-MD
71 Great buildings at home: 1968
£ Home: $175000 to $199999
#>Postal code (11 characters): 19074111402
#:Postal code: 19074
Nationality code: irs
@ Full name: McCrossin Haley D
< Age: 23
¢ Income: $75000 to $99999
=Credit card limit: 7500
& Postal code: 1114
¥ Region: Delaware
[[}Gender: F
£ Year of purchase at home: 2017

““Purelncubation.com

In early 2024, a large amount of data from DemandScience (a company owned by Pure Incubation) was put up for sale on
a popular hacker forum. The leak, which was subsequently attributed to a leak from a decommissioned legacy system,
contained a vast amount of data, mostly consisting of company contact information collected from publicly available
sources. Specifically, the data included 122 million unique corporate email addresses, physical addresses, phone numbers,

employers and job titles. Also included were names and, for many users, links to their LinkedIn profiles.

* Email: haley.mccrossin@gulfportmemorial . com
€. Telephone: 2122774100
7 The date of registration: 9/10/2021 21:00:13
7 Adres: 475 10TH AVE
& Industry: Healthcare, Pharmaceuticals and Biotech
tLevel: Other
E=Stat: NY
Bl City: NEW YORK
id Department: Medical & Health
iz Job title: INTENSIVE CARE NURSE
iZiThe name of the company: MEMORIAL HOSPITAL OF GULFPORT
#>Postal code: 10018
@ Full name: MCCROSSIN HALEY
B Description of the company: >$1 Billion

- |Category: Doctors & Nurses

% Type: Business
Country: usS

LinkedIn Scraped Data

During the first half of 2021, LinkedIn became a target for attackers who extracted data from hundreds of millions of
profiles, and then sold them on the Internet. This was not a leak and only public information was collected. The file
weighing 1.5 terabyte contained 400 million records and 100 million unique soils, as well as names, locations, gender and

user positions.

OLinkedInid: 635225706

& Industry: restaurants

@ Skills: customer service,microsoft excel

ob title: waitress and hostess
' The name of the company: liberty union bar and grill
ZiThe name of the company: liberty union bar and grill
*_ Titul: waitress and hostess

@ Full name: haley mccrossin

@ Nick: haley-mccrossin-57689b158

“7 The start date of work: 2018-06

? Geolocation: 40.24,-75.65

¥ Region: pennsylvania, united states
Wi Continent: north america
P Country: united states

B The number of inputs: 38
[IGender: female

»)Location: pennsylvania

»Location: pottstown

A Modern Business Solutions

In October 2016, a large Mongo database file containing tens of millions of accounts was published on Twitter. The base
contained more than 58 million unique mails, as well as IP addresses, names, home addresses, gender, position, date of
birth and phone numbers. The data is attributed to Modern Business Solutions, this is a company that provides solutions

for storing data and hosting databases.

*Email: haleyangelbabi@aol.com
7 The date of registration: 2016-07-18T11:12:59.591Z
E=Stat: PA
g city: NORWOOD
#xPostal code: 19074
!Full name: MCCROSSIN HALEY
(f)Gender: F

oo Luxottica

Somewhere in November 2022, the Leader in the field of premium, luxurious and sports glasses with more than 7,400
stores in North America leaky data. This revealed the email addresses, phone numbers, date of birth, home addresses and
complete names of buyers of the Luxottica brand. The leak occurred due to the fact that the third party revealed the data

through a publicly available container for storage.

., Telephone: 6104690210
#% Adres: PO BOX 218
E=Stat: PA

Bl City: BIRCHRUNVILLE

@ Full name: Mccrossin Haley

“#"MyFitnessPal

In February 2018, the Myfitnesspal diet service and physical exercises were leaked. The incident revealed 144 million
unique mails along with names, IP and passwords in the form of hash-1 and BCRYPT hashes. All data, except for

Heshees Bcrypt, were later posted in open access.

* Email: mccross inhaley@gmail.com
1/ Encrypted password: NULL

@1P: 69.249.153.198

@ Nick: mccrossinhaley

*Email: mccrossinhaley@gmail.com
@1P: 69.249.153.198
@ Nick: mccrossinhaley

Y YouNow

In February 2019, the data of the YouNow direct broadcasts service appeared on sale in a darknet. The data raised
included 18 million unique email addresses, as well as IP addresses, user names and references to profiles on social

networks. Since authentication is performed through social networks, passwords were absent.

* Email: haleyangelbabiaol.com
@ Full name: McCrossin Haley
@ Nick: Haley.McCrossin

goi Instagram Parsing

In 2022, the base of instagram users, collected using parsing, began to spread in telegram channels. The data collection
date is unknown, however, the database contains 17 million records, including names, mail, phones, nickels and
addresses.

* Email: mccrossinhaley@gmail.com
@ Full name: hal

@ Nick: halshealth
geiInstagram identifier: 9624897469

VerificationsIO

In February 2019, the Verifications.io post checks service suffered. Data in Mongodb were left in the public domain

without a password, which opened 763 million unique mail, phones and IP. The data did not include passwords.

* Email: MCCROSSINHALEY@GMAIL.COM

w Acxiom

In 2020, an array of data appeared on the network containing almost a quarter of a billion records covering more than 400
different areas. Initially, it was erroneously attributed to the company ACXIOM engaged in the marketing of databases.

The data contained almost 52 million unique email addresses.

i Date of birth (day): 0
“+ Month of birth: 0

i Year of birth: 1997
%% Nomer at home: 218
#PsAdres: PO Box 218

-

- Time zone: E

#Religion: P

a8 Lizok: E1

E=Stat: PA

B city: Birchrunville

) Latitude: 40.131800

€ Longitude: -75.638100

71 Great buildings at home: 0

#£xPostal code: 19421
Nationality: W

<y Cats: U

‘2 Dogs: Y

@ Full name: MCCROSSIN HALEY

2. The number of children: 1

1 Region: Chester

€. Telephone: 6108886180
i+ Date of birth (day): 26

“+ Month of birth: 10

i Year of birth: 1997

%% Nomer at home: 302
%% Adres: 302 Park Cir

-

- Time zone: E

$¥Religion: P

a8 Lizok: E1

E=Stat: PA

B city: Norwood

) Latitude: 39.881600

€ Longitude: -75.300100

71 Great buildings at home: 1968

#:Postal code: 19074

ifi The name of the bank: ARLINGTON CAP MTG CORP
Nationality: W

“yCats: U

‘% Dogs: U

@ Full name: MCCROSSIN HALEY D

2. The number of children: 1

# Region: Delaware

<J Acuity

In 2019, data leakage occurred in the Accuity insurance company. Because of it, the data of 242 million users were
disclosed. The data was published on the raid forums by Crazyoldfart in 2021. The base contains information about the
household and personal information about US citizens. Including complete names, addresses, phone numbers, occupation,

ethnicity and much more. The leak did not contain e -mail.

i Date of birth (day): 0

i Month of birth: 0

i Year of birth: 1997
#%sNomer at home: 218

%% Little: PO Box

@l Lizok: E1

E=Stat: PA

B City: Birchrunville
#=Postal code: 19421

@ Full name: McCrossin Haley -
2 The number of children: 1
[fYGender: F

s Location: Chester

q

€. Telephone: 4329404

i+ Date of birth (day): 26

i Month of birth: 10

“+ Year of birth: 1997
##sNomer at home: 302

#% Little: Park

alfl Lizok: E1

E=Stat: PA

B city: Norwood

#£:Postal code: 19074

@ Full name: McCrossin Haley D
2 The number of children: 2
[fGender: F

» Location: Delaware

f\ HauteL ook

In mid -2018, the Hautelook fashion store was hacked. The data include more than 28 million email addresses, as well as
names, gender, date of birth and passwords in the form of drifting BCRYPT.

*Email: mccrossinhaley@gmail.com

' Encrypted password: $2a$08%4.K8RR4DFInqO8fzevNPoOOKJfmEqFi5Fx8vMTACyS104B.VDEowi
#>Postal code: 19074

@ Full name: McCrossin Haley
Country: UsS
(f}Gender: F

* Email: mccros sinhaley@gmail.com
4/ Encrypted password: $2a$08$4.K8BRR4DF9InqO8fzevNPoOOKJfmEqFi5Fx8vMTACyS104B.VDEowi
#:Postal code: 19074
@ Name: Haley
! Surname: McCrossin
i Country: US
(f}Gender: F

@ USA Voters

This collection of files contains the database of voter for 27 states of the United States. Many of these data were bought
by Omnipotent for Raidforums in 2018 (most of the states take money for loading these voters). The bases contain

complete names, addresses, phones, mail and parties selected during votes.

€. Telephone: 6108886180

%7/ The date of registration: 12/12/2015
i+ Date of birth: 12/12/2015

#% Little: PARK CIR

E=Stat: PA

B city: NORWOOD

#>Postal code: 19074

!Full name: MCCROSSIN HALEY D
[f)Gender: F

OEyeEm

In February 2018, the web site of the Eyeem was leaked. Later, the database was discovered among many other large
incidents and contained almost 20 million unique email addresses, as well as user names, their biography and hash

passwords.

* Email: haleyangelbabiaol.com
' Password: 412c5f0b5610115ef9f8401eb023414c458d902d
“7/Last activity: 2014-10-28 20:26:06
“7/The date of registration: 2013-01-17 15:21:47
—’Salt: SBWFnoJtTJVwWTSHwWLnunodOB5hS3w5w
@ Full name: haley mccrossin
@ Nick: haleymccrossin

MRomwe

In mid -2018, the Hong Kong retailer Romwe was hacked. 20 million customers were injured. Data includes names,

phones, mail, IP, geographical location and passwords in the form of hash-1 hashes with salt.

*Email: 16hmccrossin@gmail . com

./ Encrypted password: 4364f054137d79871b5792dff0555167:f4
€. Telephone: 4848682281
#% Adres: Chester Springs PENNSYLVANIA 19425 United States
@1P: 148.137.228.127

@ Full name: Haley McCrossin

®¥PDubsmash

In December 2018, a leak occurred in the Dubsmash video exchange service. The incident identified 162 million unique

mail, as well as the names and hashs of PBKDF2 passwords. In 2019, everything got into open access.

* Email: mccros sinhaley@gmail.com

. Encrypted password:
pbkdf2_sha256$15000$DSY9VKTwsuAQS$SEARgEamHHJazxGosmZ/rMpsH7/j+CZug+12Xp2Cs6EQ=
@l Lizok: en
Country: UsS

/ Canva

In May 2019, a data leak occurred on the web site of the CANVA graphic design tool. This leak affected 137 million

subscribers. The disclosed data included mail, names, cities of residence and passwords in the form of Heshee Bcrypt.

* Email: mccrossinhaley@gmail.com

7 The date of registration: 2017-12-02 21:10:00
@l Lizok: en

@ Nick: mccrossinhaley



