
 



Lesson 12: Dark Web & Deep Web 

Lesson Objectives 
By the end of this lesson, students will be able to: 

●​ Understand the differences between the Deep Web and the Dark Web. 
●​ Learn how the Deep Web functions and its legitimate uses. 
●​ Explore the risks and ethical concerns associated with the Dark Web. 
●​ Identify the technologies used to access the Dark Web. 
●​ Discuss cybersecurity measures related to navigating hidden parts of the internet. 

1. Introduction to the Deep Web, Dark Web and Surface Web 

 
The internet is divided into three layers: 

1.​ Surface Web – Publicly accessible websites indexed by search engines like Google. 
2.​ Deep Web – Content not indexed by search engines, including private databases, academic 

journals, and password-protected sites. 
3.​ Dark Web – A small portion of the Deep Web that requires special tools like Tor to access and 

is often associated with anonymity and illicit activities. 

2. Understanding the Deep Web 

●​ Definition: The Deep Web refers to web pages that are not indexed by standard search 
engines. 

●​ Examples of Deep Web Content:  
o​ Online banking portals 
o​ Medical records and academic databases 
o​ Subscription-based services (Netflix, research papers) 
o​ Corporate intranets and private emails 

●​ Purpose & Legitimate Uses:  
o​ Protects sensitive information from public exposure 
o​ Supports privacy for personal and business use 
o​ Used by researchers, journalists, and corporations 

3. Introduction to the Dark Web 

●​ Definition: A small, encrypted section of the Deep Web accessible through specific software 
like Tor or I2P. 



●​ How It Works:  
o​ Uses layered encryption (Onion routing) to anonymize user identities. 
o​ Accessed through specialized browsers (Tor Browser, I2P). 
o​ Does not rely on standard domain name systems (uses .onion domains). 

4. Uses of the Dark Web 

4.1 Legal & Ethical Uses 

●​ Secure communication for journalists and whistleblowers (e.g., SecureDrop) 
●​ Privacy protection for individuals in oppressive regimes 
●​ Access to uncensored information 
●​ Research on cybercrime for law enforcement and cybersecurity professionals 

4.2 Illicit Activities and Cyber Threats 

●​ Black markets for illegal goods (drugs, weapons, stolen data) 
●​ Hacking forums and cybercrime services (malware, ransomware) 
●​ Fraud, identity theft, and financial crimes 
●​ Human trafficking and exploitative content 

5. Security and Ethical Concerns 

 

●​ Risks of Accessing the Dark Web:  
o​ Exposure to malware, phishing attacks, and scams 
o​ Tracking by law enforcement agencies 
o​ Legal consequences of engaging with illicit content 
o​ Potential for financial fraud and identity theft 

●​ Ethical Considerations:  
o​ Responsible use of anonymity tools 
o​ Awareness of cybersecurity threats 
o​ Ethical hacking and cyber investigation approaches 

6. Tools for Accessing the Dark Web 

●​ Tor (The Onion Router): Provides anonymous browsing through encrypted relays. 
●​ I2P (Invisible Internet Project): Alternative anonymity network with stronger peer-to-peer 

encryption. 
●​ Tails OS: A live operating system designed for privacy-focused web access. 
●​ Whonix: A secure operating system focused on anonymizing user activity. 



7. Cybersecurity Measures for Safe Browsing 

●​ Avoid downloading unknown files or clicking suspicious links. 
●​ Use a VPN in combination with Tor for extra anonymity. 
●​ Enable strict privacy settings on browsers and devices. 
●​ Stay away from illegal marketplaces and forums. 
●​ Monitor personal data leaks using cybersecurity tools. 

8. Surface Web 

Definition:The Surface Web (also called the Visible Web or Indexed Web) includes all content 
that search engines like Google, Bing, or Yahoo can index and retrieve. 
 

Characteristics: 

●​ Accessible through standard browsers (Chrome, Firefox, Safari).​
 

●​ Indexed by search engines.​
 

●​ Publicly viewable content.​
 

Examples of Surface Web Content: 

●​ News websites (e.g., CNN, BBC)​
 

●​ Social media platforms (public posts on Twitter, Facebook)​
 

●​ Blogs, forums, and wikis​
 

●​ E-commerce websites (Amazon, eBay)​
 

●​ Government and educational websites​
 

9. Summary and Key Takeaways 

●​ The Deep Web consists of non-indexed pages that require authentication (e.g., emails, 
databases, private networks). 

●​ The Dark Web is a hidden section of the Deep Web requiring specialized tools like Tor to 
access. 

●​ While the Dark Web has legitimate uses (privacy, secure communication), it is also a hub for 
illicit activities. 

●​ Security and ethical considerations must be observed when navigating hidden parts of the 
internet. 

10. Quiz & Discussion Questions 

1.​ What is the main difference between the Deep Web and the Dark Web? 
2.​ Name three legitimate uses of the Deep Web. 
3.​ How does Tor enhance anonymity? 
4.​ What are some risks associated with browsing the Dark Web? 
5.​ Why do journalists and whistleblowers use the Dark Web? 
6.​ What cybersecurity measures should one take when using privacy-focused networks? 

Note :- Dark Web Practical 
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