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Module Responses
GOOGLE

Registered : true

Id : 107774081644511030348
Name : nicholas prein

Last Seen : 2024-06-24T21:29:29

YOUTUBE

Registered : true

Id : UCZ2WDIBNKFvJPV9rOfyobqg

Name : nicholas prein

Profile Url :
https://www.youtube.com/channel/UCZ2WDIBNKFvJPV9rOfyobqg

PICSART

Registered : true

Id : 355219499020101

Name : nick

Username : prienni

Profile Url : https://picsart.com/u/prienni
Followers : 0

Following : 1

SKYPE

Registered : true

Id : prienni

Name : Nicholas Prien
Location : United States
Username : prienni




Registered : true

Id : live:prienni

Name : nicholas prien
Username : live:prienni

KHANACADEMY
Registered : true

Id : kaid_740571237683037965658484
Name : Nicholas Prien

Username : Nicholas Prien

Profile Url : \§ v\
https://www.khanacademy.org/profile/kaid_740571237683037965658484 =—.
DUOLINGO

Registered : true

Id : 531892888

Name : nick

Username : nick722916

Profile Url : https://www.duolingo.com/profile/nick722916
Premium : false

Creation Date : 2019-08-20T00:38:07

HIBP

Registered : true

Breach : true

Name : Data Enrichment Exposure From PDL Customer

Bio : In October 2019, <a href="https://www.troyhunt.com/data-
enrichment-people-data-labs-and-another-622m-email-addresses”
target="_blank" rel="noopener">security researchers Vinny Troia and Bob
Diachenko identified an unprotected Elasticsearch server holding 1.2 billion
records of personal data</a>. The exposed data included an index
indicating it was sourced from data enrichment company People Data Labs
(PDL) and contained 622 million unique email addresses. The server was not
owned by PDL and it's believed a customer failed to properly secure the
database. Exposed information included email addresses, phone numbers,
social media profiles and job history data.



Creation Date : 2019-10-16T00:00:00

Registered : true :Ac T ES

Breach : true

Name : Exactis

Website : exactis.com

Bio : In June 2018, <a href="https://www.wired.com/story/exactis-database-
leak-340-million-records/" target="_blank" rel="noopener" >the marketing
firm Exactis inadvertently publicly leaked 340 million records of personal
data</a>. Security researcher <a href="https://www.nightlionsecurity.com/"
target="_blank" rel="noopener">Vinny Troia of Night Lion Security</a>
discovered the leak contained multiple terabytes of personal information
spread across hundreds of separate fields including addresses, phone
numbers, family structures and extensive profiling data. The data was
collected as part of Exactis' service as a &quot;compiler and aggregator of
premium business &amp; consumer data&quot; which they then sell for
profiling and marketing purposes. A small subset of the exposed fields were
provided to Have | Been Pwned and contained 132 million unique email
addresses.

Creation Date : 2018-06-01T00:00:00

Registered : true

Breach : true

Name : Not Acxiom

Bio : In 2020, <a href="https://www.troyhunt.com/data-breach-
misattribution-acxiom-live-ramp/" target="_blank" rel="noopener">a
corpus of data containing almost a quarter of a billion records spanning
over 400 different fields was misattributed to database marketing company
Acxiom</a> and subsequently circulated within the hacking community. On
review, Acxiom concluded that &quot;the claims are indeed false and that
the data, which has been readily available across multiple environments,
does not come from Acxiom and is in no way the subject of an Acxiom
breach&quot;. The data contained almost 52M unique email addresses.
Creation Date : 2020-06-21T00:00:00

Registered : true

Breach : true

Name : River City Media Spam List

Website : rivercitymediaonline.com

Bio : In January 2017, <a
href="https://web.archive.org/web/20170426084052/https://mackeeper.com/blog/post/339-
spammergate-the-fall-of-an-empire" target="_blank" rel="noopener">a massive trove of
data from River City Media was found exposed online</a>. The data was found to contain
almost 1.4 billion records including email and IP addresses, names and physical addresses,



all of which was used as part of an enormous spam operation. Once de-duplicated, there
were 393 million unique email addresses within the exposed data.
Creation Date : 2017-01-01T00:00:00

Registered : true

Breach : true

Name : Twitter (200M)

Website : twitter.com

Bio : In early 2023, <a
href="https://www.bleepingcomputer.com/news/security/200-million-
twitter-users-email-addresses-allegedly-leaked-online/" target="_blank"
rel="noopener">over 200M records scraped from Twitter appeared on a
popular hacking forum</a>. The data was obtained sometime in 2021 by
abusing an API that enabled email addresses to be resolved to Twitter
profiles. The subsequent results were then composed into a corpus of data
containing email addresses alongside public Twitter profile information
including names, usernames and follower counts.

Creation Date : 2021-01-01T00:00:00

Registered : true

Breach : true

Name : Unverified Data Source

Website : astoriacompany.com

Bio : In January 2021, over 11M unique email addresses were discovered by
Night Lion Security alongside an extensive amount of personal information
including names, physical and IP addresses, phone numbers and dates of
birth. Some records also contained social security numbers, driver's license
details, personal financial information and health-related data, depending
on where the information was sourced from. Initially attributed to Astoria
Company, <a href="https://astoriacompany.com/cyber-update/"
target="_blank" rel="noopener">they subsequently investigated the
incident and confirmed the data did not originate from their services</a>.
Creation Date : 2021-01-26T00:00:00

Registered : true :
Breach : true
Name : Verifications.io

Website : verifications.io verifications 10
Bio : In February 2019, the email address validation service <a
href="https://securitydiscovery.com/800-million-emails-leaked-online-by-

email-verification-service" target="_blank" rel="noopener" > verifications.io

suffered a data breach</a>. Discovered by <a

href="https://twitter.com/mayhemdayone" target="_blank"

rel="noopener">Bob Diachenko</a> and <a

href="https://twitter.com/vinnytroia" target="_blank" rel="noopener">Vinny



Troia</a>, the breach was due to the data being stored in a MongoDB
instance left publicly facing without a password and resulted in 763 million
unique email addresses being exposed. Many records within the data also
included additional personal attributes such as names, phone numbers, IP
addresses, dates of birth and genders. No passwords were included in the
data. The Verifications.io website went offline during the disclosure process,
although <a
href="https://web.archive.org/web/20190227230352/https://verifications.io/"
target="_blank" rel="noopener">an archived copy remains viewable</a>.
Creation Date : 2019-02-25T00:00:00

Registered : true

Breach : true

Name : Zynga

Website : zynga.com

Bio : In September 2019, game developer <a
href="https://www.cnet.com/news/words-with-friends-hack-reportedly-
exposes-data-of-more-than-200m-players/" target="_blank"
rel="noopener">Zynga (the creator of Words with Friends) suffered a data
breach</a>. The incident exposed 173M unique email addresses alongside
usernames and passwords stored as salted SHA-1 hashes. The data was
provided to HIBP by <a href="https://dehashed.com/" target="_blank"
rel="noopener">dehashed.com</a>.

Creation Date : 2019-09-01T00:00:00

DISNEYSTORE

Registered : true

INSTAGRAM

Registered : true

ESPN

Registered : true

PINTEREST

Registered : true

TWITTER

Registered : true

ENVATO

Registered : true



MICROSOFT

Registered : true

Id : F97C920AC78FE78E

Name : nicholas prien

Location : US

Last Seen : 2024-05-12T04:43:22.050000+00:00
Creation Date : 2013-12-27T18:56:24.080000+00:00

PANDORA

Registered : true

Username : prienni9

Profile Url : https://pandora.com/content/mobile/profile.vm?
webname=prienni9

Followers : 0

Following : 0

EA

Registered : true

SPOTIFY

Registered : true

MAPS

Registered : true
Profile Url : https://www.google.com/maps/contrib/107774081644511030348/reviews
Private : false

DROPBOX

Registered : true

Id : dbid:AADLH6JZ65fcv5PfuQdeW8VM689w0eGHVEA
Name : Nick Prien

First Name : Nick

Last Name : Prien

Email : prienni@gmail.com

Verified : true

ACER

Registered : true



Timeline

Content: Breached on Data Enrichment Exposure From PDL Customer
Date/Year: 2019-10-16T00:00:00

Content: Breached on Exactis
Date/Year: 2018-06-01T00:00:00

Content: Breached on Not Acxiom
Date/Year: 2020-06-21T00:00:00

Content: Breached on River City Media Spam List
Date/Year: 2017-01-01T00:00:00

Content: Breached on Twitter (200M)
Date/Year: 2021-01-01T00:00:00

Content: Breached on Unverified Data Source
Date/Year: 2021-01-26T00:00:00

Content: Breached on Verifications.io
Date/Year: 2019-02-25T00:00:00

Content: Breached on Zynga
Date/Year: 2019-09-01T00:00:00

Content: Last Seen (microsoft)
Date/Year: 2024-05-12T04:43:22.050000+00:00

Content: Created (microsoft)
Date/Year: 2013-12-27T18:56:24.080000+00:00

Content: Created (duolingo)
Date/Year: 2019-08-20T00:38:07

Content: Reviewed Hippos Weed Dispensary Columbia
Date/Year: 2024-06-04T20:32:59

Content: Reviewed 3Fifteen Primo Cannabis Columbia
Date/Year: 2024-02-17T20:50:48

Content: Last Seen (google)
Date/Year: 2024-06-24T721:29:29
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