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Module Responses
PICSART
Registered : true
Id : 302144451234101
Name : vsco girlz
Username : yomama3848
Profile Url : https://picsart.com/u/yomama3848
Banner Url : https://cdn130.picsart.com/304881762004201.jpg
Followers : 0
Following : 1

FACEBOOK
Registered : true
Email Hint : g*****t@gmail.com
Phone Hint : +*********58

DUOLINGO
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Registered : true

HIBP
Registered : true
Breach : true
Name : Anti Public Combo List
Bio : In December 2016, a huge list of email address and password pairs appeared in a &quot;combo
list&quot; referred to as &quot;Anti Public&quot;. The list contained 458 million unique email addresses,
many with multiple different passwords hacked from various online systems. The list was broadly circulated
and used for &quot;credential stuffing&quot;, that is attackers employ it in an attempt to identify other
online systems where the account owner had reused their password. For detailed background on this
incident, read <a href="https://www.troyhunt.com/password-reuse-credential-stuffing-and-another-
1-billion-records-in-have-i-been-pwned" target="_blank" rel="noopener">Password reuse, credential
stuffing and another billion records in Have I Been Pwned</a>.
Creation Date : 2016-12-16T00:00:00

Registered : true
Breach : true
Name : MySpace
Website : myspace.com
Bio : In approximately 2008, <a href="http://motherboard.vice.com/read/427-million-myspace-passwords-
emails-data-breach" target="_blank" rel="noopener">MySpace suffered a data breach that exposed almost
360 million accounts</a>. In May 2016 the data was offered up for sale on the &quot;Real Deal&quot; dark
market website and included email addresses, usernames and SHA1 hashes of the first 10 characters of the
password converted to lowercase and stored without a salt. The exact breach date is unknown, but <a
href="https://www.troyhunt.com/dating-the-ginormous-myspace-breach" target="_blank"
rel="noopener">analysis of the data suggests it was 8 years before being made public</a>.
Creation Date : 2008-07-01T00:00:00



MYSPACE
Registered : true

CARE2
Registered : true

SAMSUNG
Registered : true

YELP
Registered : true
Id : 8i6gTkhJrz5HgODbsWSCPA
Name : Geanie B.
First Name : Geanie
Gender : f
Location : Central Point, OR
Profile Url : https://www.yelp.com/user_details?userid=8i6gTkhJrz5HgODbsWSCPA&utm_source=ishare
Followers : 60
Following : 0
Creation Date : 2018-02-18T16:41:45

INSTAGRAM
Registered : true



PINTEREST
Registered : true



Timeline
Content: Breached on Anti Public Combo List

Date/Year: 2016-12-16T00:00:00

Content: Breached on MySpace

Date/Year: 2008-07-01T00:00:00

Content: Created Account (Yelp)

Date/Year: 2018-02-18T16:41:45

Content: Reviewed Central Veterinary Clinic.

Date/Year: 2018-02-18T16:41:50
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