Mastering SOX: Your Clear
Path to Compliance

We ensure SOX compliance by validating Section 302 quarterly
executive certifications and testing Section 404 annual internal controls

— securing your formal auditor attestations with precision and

confidence.



The High Stakes of Section
302

Personal Accountability

CEOs and CFOs must personally certify that quarterly and annual reports are

free of material misstatements or omissions — no delegation, no exceptions.

The Quarterly Mandate

Disclosure controls and procedures must be evaluated and validated every 90

days, creating a rigorous, continuous cycle of oversight.

Severe Consequences

Inaccurate filings carry criminal penalties up to 20 years imprisonment and
fines up to $5 million for knowing violations.



Section 404: The Annual Bedrock

404(a) — Management'’s
Assessment

Leadership must formally evaluate and
report on the effectiveness of Internal

Controls over Financial Reporting (ICFR).

404(b) — Auditor Attestation

The gold standard for larger filers: an
independent auditor independently
validates and attests to the adequacy of

internal controls.

The Goal

An unqualified opinion confirming that
internal controls are soundly designed
and operating effectively.



CHAPTER 1

The Foundation of
Trust

Strong compliance begins with the right structures, controls, and

culture — built from the ground up.



Defining Your Scope: The Top-Down Approach

®

Significant
Financial Accounts

Where to Focus First

Effective SOX scoping starts at the top — identifying the accounts and

(revenue, assets,
liabilities)

©)

Data Flow Mapping

disclosures with the highest material risk before drilling into systems
and processes.

® Pinpoint significant financial accounts, disclosures, and material

(systems that initiate, risks

record, and report
transactions)

® Map the data flow: trace which systems initiate, record, and report

transactions

® (lassify systems: distinguish mission-critical core systems from

System Classification enablin g tools

(core systems vs.
critical enabling tools)




Entity-Level Controls: The Tone
at the Top




CHAPTER 2

Operationalizing
Compliance

Translating policy into practice — designing, documenting, and testing

the controls that protect financial integrity.



The Control Framework: Documentation and Design

Building on COSO 2013

The COSO 2013 framework provides the
industry-standard structure for evaluating

and documenting internal controls over

financial reporting. A@ @

e Develop clear process narratives and
flowcharts for every key business

process

e |dentify Risk Points — the moments Map Identify Risks Design
Processes Controls
where errors or fraud could enter the

system

e Design both manual and automated

controls to mitigate each identified risk



Testing for Success: Design and Operating

Effectiveness

(&

Walkthroughs

Trace transactions end-to-end to
confirm that controls are correctly
designed and functioning as

intended.

a

Sample Testing

Rigorously test a statistically valid
sample of key controls — both
manual judgments and automated

system controls.
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IT General Controls

Validate ITGCs to ensure secure
access management, change
management, and data integrity

across all systems.



Identifying and Remedying Deficiencies

f R
Material Weakness

(reasonable possibility of
material misstatement in
financial statements)
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e o From Detection to Resolution

Slgmflcant Deflmency Not every gap is a crisis — but all deficiencies require a disciplined response to protect the integrity of your financial

(important enough to reporting.

warrant attention by e (lassify deficiencies accurately: control deficiency, significant deficiency, or material weakness

management) ® Develop targeted remediation plans addressing root causes, not just symptoms
\ A ® Re-test all remediated controls to confirm sustained operating effectiveness before sign-off

"

Control Deficiency
(minor gap, limited impact)




CHAPTER 3

The Modern Era of
Optimization

Leveraging automation and intelligent platforms to shift SOX from a

burden to a strategic advantage.



Beyond Manual Labor: The Case for Automation

Working Smarter, Not Harder

Manual SOX processes are error-prone,
time-consuming, and difficult to scale.
Modern automation transforms compliance

into a continuous, reliable function.

e Automate accounting close and
reporting cycles to eliminate human

error and accelerate timelines

® Deploy GRC platforms for centralized
workflow management and end-to-end

audit transparency

® Enable real-time control visibility for
both management and external

auditors throughout the year



Reconciliations

Consistent, well-documented
reconciliation formats reduce
friction in the external audit
process and accelerate sign-

off timelines.

i

Maximizing Auditor Reliance

é‘"@ Standardized

Integrated Reporting

ERP-agnostic reporting tools
streamline evidence gathering
across all financial systems,
regardless of platform

complexity.

Optimized Testing
Programs

Move beyond check-the-box
compliance toward risk-
intelligent, efficiency-focused
testing that auditors trust and

rely upon.



Emerging Trends in Compliance

4 N
Three emerging
SOX compliance trends:

@ @] SEC Climate and Cybersecurity

Disclosures (new SEC rules
requiring climate risk and
cybersecurity incident reporting)

Third_party Compliance Is Evolving — Fast
SOC 1 Va"dation The regulatory landscape is shifting beyond traditional financial controls. Leading organizations are already adapting their
SOX programs to address an expanding scope of risk.
(validating service organization e New SEC rules require disclosure of climate-related risks and material cybersecurity incidents
controls affecting ® SOC 1report validation for third-party service providers is now a compliance necessity
2 : i ® Risk-based scope adjustments must keep pace with M&A activity and new business models
financial reporting)

Proactive
Risk-Based Adjustments
(adapting scope and controls

for evolving business models
and acquisitions)
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The Path to Resilience: Your
Call to Action

Build a Sustainable SOX Embrace Automated
PMO Intelligence

Establish an iterative, well- Prioritize efficiency and control
resourced Program Management effectiveness through intelligent
Office that owns compliance automation, reducing risk while
year-round — not just at audit freeing teams for higher-value
time. work.

Secure Your Attestation

Achieve and maintain your formal auditor attestation through continuous,
transparent, and evidence-driven oversight throughout the year.



